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Executive Overview 
With attacks on IT systems becoming more frequent, more complex, and harder to 
detect, business managers are increasingly concerned about the safety and integrity 
of enterprise computer systems. Most corporate IT infrastructures are widely 
distributed networks linked to the internet with virtually unlimited points of access. 
The nature of these networks make businesses vulnerable to a variety of security 
threats — from unintentional acts that compromise security to targeted attacks that 
expose sensitive information and corrupt data. Since January 2005, over 521 million 
records containing sensitive personal information have been involved in security 
breaches in the United States according to the Privacy Rights Clearinghouse.1  

In addition to protecting systems from traditional internet-based hackers, IT 
managers worry about disgruntled insiders bent on vandalizing or stealing 
proprietary information. Furthermore, IT managers must comply with multiple 
governmental regulations requiring data, applications, and communications be 
properly secured. To meet these demands, appropriate data encryption, network 
safeguards, authentication and authorization processes, audit controls, and other 
procedures must be instituted to protect identities and data. Until recently, effective 
security technology has been difficult and expensive to execute and has imposed a 
significant drain on system performance. 

Today, organizations can take advantage of the security, performance, and 
economic benefits of Oracle servers with Intel® Xeon® processor 5600 series and 
Intel® Xeon® processor E7 family, along with the advanced security features 
provided by Oracle® operating systems, database software, middleware, and 
applications. 
 
 
 
1As of May, 2011. http://www.privacyrights.org/data-breach 
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Meeting Security Demands 
Today’s corporations struggle with multiple challenges caused by hyper-extended infrastructures. 
Companies share more information with more constituencies in more ways. Connectivity, 
collaboration, and communication tools enable interactivity that was not possible just a few years ago. 
Technologies such as cloud computing, virtualization, and mobile devices, are being adopted because 
of the efficiencies and cost savings they offer. And, corporations are increasing the number of 
functions they are outsourcing on hosted servers and clouds.  

The benefits of these IT trends, however, come with significant risks. For example, corporate 
datacenters face serious threats — threats that are more frequent, more unpredictable, and harder to 
detect. What’s more, many of today’s cyber-criminals are highly trained with extensive knowledge of 
computer and network security technology. 

Economic conditions are causing businesses to be more willing to assume high levels of risk tolerance. 
Companies are leaping before they look and diving into projects without considering security. Desperate 
economic times may also encourage a shifting moral compass among workers, damaging the 
employer/employee relationship and increasing the danger of insider attacks. This all adds up to an 
extraordinarily hazardous environment for enterprise IT departments and an enormous challenge for 
IT managers.  

The Need for End-to-End Security 

System security is like the proverbial chain that is only as strong as its weakest link. To be effective, 
security must be as tight as necessary throughout the entire IT infrastructure. The OS, middleware, and 
database may be bulletproof, but if an application has a vulnerability, then the whole system is at risk. 
To be truly robust, the infrastructure needs to be secure at every layer.  

Oracle offers an integrated, end-to-end solution stack that includes Oracle x86 servers with Intel Xeon 
processors, Oracle’s Sun servers and storage, virtualization capabilities, Oracle Solaris and Oracle Linux 
operating systems (OS), Oracle Database, middleware, and application software (Figure 1). Since all 
elements of the stack are designed to work together, Oracle's approach provides immediate benefits to 
businesses. Oracle has a long history of optimizing and tuning security features at all levels of the stack, 
making Oracle’s solutions especially valuable for businesses with demanding security requirements. 

Built-in Strength 

Oracle implements a defense-in-depth strategy. It is a layered design conceived as a comprehensive 
approach to information security. The concept behind defense-in-depth is to protect a system against 
attack using several varying methods at every layer in the system stack. 

In addition, Oracle follows a least privilege principle, ensuring that people and processes are given the 
fewest privileges necessary for their functions. Users or groups are assigned only those privileges which 
are absolutely essential to do their work. For example, a financial manager accessing a corporate 
database does not need to install software, hence the manager has rights only to run finance-related 
applications and access appropriate data. Any other privileges are blocked.  
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Figure 1. Engineered, integrated, and tested in-house, Oracle offers industry leading security features at every layer of 
the solution stack. 

The security features in each layer of Oracle’s integrated stack include the following: 

• Storage. Oracle’s storage platforms protect data at rest from unauthorized disclosure and alteration. 
Organizations can realize both security and performance due to hardware acceleration of encryption 
and decryption. Enhanced integrity of information is provided by hardware-accelerated encryption, 
secure storage of cryptographic keys, and secure key management architecture. 

• Servers. The foundation for system security is the server and particularly the processors. Oracle’s 
x86 servers are based on the Intel Xeon processor 5600 series or the Intel Xeon processor E7 family 
that offer innovative security enhancing features: Advanced Encryption Standard New Instructions 
(Intel® AES-NI) and Intel Virtualization Technology (Intel® VT-x). The processors provide 
standards-based, hardware-accelerated encryption, hardware-based exploit prevention using non-
executable memory tagging, and tamper resistant key storage that meets strict government standards. 

• Virtualization. Oracle offers the industry’s most complete portfolio of server, storage, and desktop 
virtualization solutions, enabling the entire infrastructure to be virtualized. Through the use of 
Oracle Solaris Containers and Oracle VM server virtualization, application environments can be 
isolated from each other. Oracle VM also offers Secure Sockets Layer (SSL) encrypted live migration 
capabilities to ensure additional security with high availability for virtual machines. In addition, the 
Intel Xeon processor 5600 series and Intel Xeon processor E7 family provide Intel Virtualization 
Technology that accelerates data movement and eliminates much of the performance overhead of 
VM migration. 

• Operating Systems. Oracle Solaris and Oracle Linux offer best-in-class security capabilities 
including sophisticated user and process rights management coupled with comprehensive 
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authentication, authorization, activity auditing, secure network access, centralized workload isolation, 
and cryptographic services. 

• Database. Oracle Database provides self-contained security mechanisms, in addition to the 
traditional username / password control, to protect content even if all other layers have been 
compromised. Oracle’s database defense-in-depth security architecture includes encryption and 
masking, access control, auditing and tracking, and monitoring and blocking.  

• Middleware. Oracle Fusion Middleware Identity Management solutions automate user provisioning 
and de-provisioning and provide Single Sign-On (SSO) capabilities for information security and user 
productivity. Oracle’s Java software suite ensures that applications can securely access key system 
resources while protecting critical data from theft, loss, and corruption. 

• Applications. Oracle Service-Oriented Security architecture dramatically simplifies application 
security by making identity and entitlement functions available as discrete Web services. This enables 
centralized security infrastructure to be woven into applications instead of being bolted on, resulting 
in faster development lifecycles, better IT agility, and dramatically lower integration costs. 

• Management. Oracle Enterprise Manager Ops Center delivers a converged hardware management 
solution for Oracle environments that integrates management across the infrastructure stack to 
reduce risk. For example, patch management capabilities take the unpredictability out of the system 
update process, helping to prevent vulnerability across the entire stack. In addition, comprehensive 
configuration and compliance reporting enable better control and help reduce security risks. 

Addressing the Threats 

There are many different types of threats, from viruses and worms, distributed denial of service 
(DDoS) attacks, identity theft and phishing scams, to code injection and heap spraying. Rather than 
focusing on the growing array of risks, most IT managers focus on key security goals. 

• Safeguarding data residing in corporate systems 

• Controlling who has access to IT resources 

• Safely deploying applications in virtual and cloud environments 

• Keeping communications in and out of the corporate infrastructure secure 

• Protecting the corporation’s and individuals’ Web presence 

• Isolating applications to prevent unintended overlap or interactivity 

In accordance with Oracle’s defense-in-depth philosophy, each of these issues is addressed in multiple 
ways at multiple levels in the solution stack. If one layer is breached, the information being protected is 
not jeopardized. One of the key facets of this principle is the heterogeneity of the security solutions, 
ensuring that each layer is implemented using distinctly different technologies, encryption standards, 
protocols, deployment methods, and so on. This onion-skin approach to security drastically reduces 
the likelihood of information compromise. 
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Safeguarding Data at Rest 
Data is the lifeblood of the enterprise. Keeping it safe is essential to the well-being of the enterprise. It 
must be protected at rest and in transit. Data at rest may be stored in a database, on a disk drive, or on 
a backup tape. Data in transit may be moving inside a system, around an enterprise, or across a 
continent. The technologies used to store and move data determine the security risks involved.  

Critical data at rest, whether it is stored on a removable device or is online and readily accessible, must 
be secured. One of the best methods is to modify (encrypt) the information so that it is 
incomprehensible to any unauthorized persons. This is done through the encryption / decryption 
process of translating ordinary data into unusable data through the use of an algorithm, making it 
useless without a key.  

Encryption is a well-established method for data protection. Used in combination with authentication 
schemes, encryption prevents undesired disclosure of stored data. Since encryption and decryption 
operations are usually executed in software, the security benefits typically come with a significant 
performance penalty. The increasingly distributed nature of computing resources, however, heightens 
the need for encryption, even where it was once considered impractical due to the performance impact 
on applications. 

  

Figure 2. The Intel AES-NI instructions accelerate encryption operations to protect data in a variety of states. 

 



No Compromise Performance and Security with Oracle’s x86 Intel-based Systems 

 

6 

 

Accelerating Encryption 

Oracle's latest x86 systems, incorporating the newest Intel Xeon processor 5600 series and Intel Xeon 
processor E7 family, provide hardware execution of Advanced Encryption Standard (AES) instructions 
to dramatically reduce the overhead typically associated with encryption and decryption. Intel AES-NI 
implements a set of six new AES instructions: four accelerate encryption and decryption and two 
improve key generation and matrix manipulation. These instructions speed up the AES operations in 
the rounds of transformation and assist in key generation.  

Intel AES-NI also includes a seventh new instruction that accelerates the Galois / Counter Mode 
(AES-GCM) and binary Elliptical Curve Cryptography (ECC), and assists in error correcting codes, 
general purpose cyclic redundancy checks (CRCs), and data de-duplication. By implementing some 
complex and time-consuming steps of the AES algorithm in hardware, data encryption happens faster, 
encouraging the use of encryption where it might otherwise have been impractical. 

Besides the performance benefit of Intel AES-NI, it provides additional security to prevent software 
side-channel attacks. These attacks exploit the vulnerability created by AES software storing encryption 
data in memory. In a side-channel attack, a piece of malicious code can time memory accesses to 
identify changes in the cache. Attackers use these changes to determine portions of the cryptographic 
key value. Since Intel AES-NI is hardware-based, encryption blocks are executed in the microprocessor 
hardware, eliminating the use of cache-based lookup tables and minimizing the threat of software side-
channel attacks.  

Leveraging OS Cryptography 

Many security features depend on mechanisms that utilize cryptographic primitives as a basic building 
block. These primitives can be very complex because the security features are intended to impede 
simple, brute-force, computational attacks. This complexity has reinforced the belief that strong 
security is fundamentally inimical to good performance. 

Oracle’s servers with hardware cryptographic accelerators implement multiple algorithms used by 
security protocols and applications. Earlier operating systems however, lacked access to this 
functionality. Consequently, hardware acceleration was implemented through libraries linked with 
applications, typically requiring device-specific knowledge by the applications, and preventing the OS 
from easily utilizing such hardware. 

Making Encryption Accessible 

Today, the cryptographic frameworks in Oracle Solaris and Oracle Linux provide a set of kernel-level 
and user-level cryptographic services, and include several software encryption modules for applications 
to offload cryptographic operations. These frameworks provide access to the best available hardware 
or software encryption modules on the system without any special configuration or customizing of 
applications. A standard feature of the operating systems, the cryptographic framework is not a set of 
add-ons that must be installed later, nor does it incur any additional costs to use. 
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Taking Advantage of Storage Security  

An obvious element of keeping valuable corporate information safe is taking advantage of Oracle’s 
security features in the storage and retrieval of data. Oracle Solaris ZFS storage data services help 
enterprises manage and protect data on local or remote systems. Oracle Solaris ZFS uses several 
techniques, such as copy-on-write and end-to-end checksumming, to keep on-disk data self-consistent 
and eliminate silent data corruption. Data is written to a new block on the media before changing the 
pointers to the data and committing the write. In addition, data is read and checked constantly to help 
ensure correctness, and any errors detected in a mirrored pool are automatically repaired to protect 
against costly and time-consuming data loss and silent data corruption. Corrections are made possible 
by a RAID-Z implementation that uses parity, striping, and atomic operations to help reconstruct 
corrupted data. 

Unlike traditional volume management software that often mirrors devices across a WAN, Solaris ZFS 
remote replication capability lets administrators copy a file system from one server to another. As a 
result, administrators can recreate a file system on a storage pool on a different server, and specify 
different configuration levels, using identical file system data. In addition, the snapshot capability of the 
Oracle Solaris ZFS file system saves and restores snapshot data and file systems and all incremental 
streams from a snapshot can be sent to a cumulative backup. What’s more, an incremental stream from 
an original snapshot can be used to create a clone to protect file data as an alternative to local backups. 
Replicated streams of descendent file systems can be sent to a named snapshot, preserving properties, 
snapshots, file systems, and clones. 

With Oracle Solaris ZFS, administrators can store multiple copies of user data per file system, helping 
improve data retention by allowing recovery from block read faults. This enhances data protection 
even when only a single disk drive is available for use. File system metadata is stored multiple times 
across different disks automatically and data protection policies can be set on a per file system basis. 

Furthermore, database solutions that collect and store personal and financial customer information, 
such as customer relationship management (CRM) and order processing, are at the heart of a wide 
range of corporate applications. With Oracle Advanced Security’s Transparent Data Encryption (TDE) 
enabled, Oracle Database 11g automatically encrypts and decrypts data as it is written or read from 
disk. Data at rest is thereby protected against unauthorized access without any changes to database 
applications.  

Enterprises run the risk of breaching sensitive information when copying production data into non-
production environments for the purposes of application development, testing, or data analysis. Oracle 
Data Masking Pack helps reduce this risk by irreversibly replacing the original sensitive data with 
fictitious data so that production data can be shared safely with IT developers or offshore business 
partners. Accessible via Oracle Enterprise Manager, this Management Pack provides end to end secure 
automation for provisioning test databases from production in compliance with regulations. 
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Controlling Access 
Once data is safely stored, it is necessary to ensure that access to it is properly monitored and 
controlled. Today's access control systems assign different levels of access for different types of usage. 
In accordance with the security principle of least privilege, every program is allotted the smallest set of 
privileges necessary to complete the job. The old UNIX® model of an all-powerful root user is no 
longer safe. 

Allowing the Right People Access 

System administrators frequently are faced with the need to limit access to users for specific functions 
while at the same time allowing them to perform other privileged operations. Rights management 
software hardens systems against attacks by preventing unauthorized access to data and services. This 
capability dramatically reduces the possibility of attack by eliminating inappropriate access to the 
system. In addition to allowing authorized users and processes access to appropriate resources, it is 
equally important to prevent access by unauthorized users. Oracle’s operating systems implement a set 
of privileges that provide fine-grained control over the actions of processes. For each privileged 
operation, such as accessing raw network devices or mounting a file system, the kernel validates that 
the process performing the operation has been assigned the required privilege.  

User Rights Management, also known as Role-Based Access Control, lets administrators create roles 
for users. Oracle includes a number of standard pre-defined profiles that can be combined into roles, 
and administrators can create customized per-site role definitions as needed. By utilizing roles, 
administrators can delegate specific operations to different users on the system and grant only those 
privileges required to accomplish necessary operations. 

There is an additional layer of security built into the User Rights Management capability. Roles are 
assigned to specific users and each user must log in to his or her own user ID, assuming the role they 
have been granted. For example, a Web server administrator role and can be assigned to those users 
that need to be able to perform Web server administrative tasks without being the superuser. Any 
other administrative access to the server is not allowed. As a result, users are never logging into a given 
role anonymously and administrators can keep track of who is using the system. 

Furthermore, Process Rights Management has discrete, fine-grained privileges built into the kernel and 
user access space. The concept of privileges is extended throughout Oracle’s operating systems — 
even the built-in tools take these rights and privileges into account. Using this approach, administrators 
can grant new or existing applications only the appropriate privileges necessary to perform tasks. Many 
system components such as NFS, the Cryptographic Framework, IP Filter, file system mount 
commands, and more, are already configured to run with reduced privileges by default, with no 
configuration required by the administrator. 

An additional security capability, Oracle Solaris Trusted Extensions, implements labels to protect data 
and applications based on their security level, not just on who owns or runs them. Credit card 
information, classified data, and personal records remain secure, and can’t be accessed by unauthorized 
sources. Oracle Solaris also provides an extensive system event audit trail facility to assist 
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administrators in tracking users on the system by recording all access granted to files, devices, roles, 
system services, and applications. 

The risk of unauthorized access to data is further reduced with Oracle Database Vault. It prevents 
privileged users from accessing application data, restricts ad-hoc database changes, and enforces 
controls over how, when and where application data can be accessed. Oracle Database Vault secures 
existing database environments transparently, eliminating costly and time consuming application 
changes.  

Oracle Audit Vault leverages Oracle's industry leading database security and data warehousing 
technology for managing, analyzing, storing, and archiving large volumes of audit data. Oracle Audit 
Vault transparently collects and consolidates audit data, providing valuable insight into who did what 
to which data when – including privileged users who have direct access to the database. With Oracle 
Audit Vault reports, alert notifications, and centralized audit policy management, the risks from 
internal threat, and the cost of regulatory compliance are greatly reduced.  

Examining SQL traffic and enforcing security policies on the network has emerged as an important 
addition to the defense-in-depth security architecture. This is especially true in heterogeneous database 
environments where security controls cannot be enforced in the database itself. Oracle Database 
Firewall creates a defensive perimeter around databases, monitoring and enforcing normal application 
behavior, helping to prevent SQL injection attacks and attempts to access sensitive application data 
using unauthorized SQL commands. Enforcement of positive (white lists) and negative (black lists) 
security models provides protection from threats without time consuming and costly false positives. 
Oracle Database Firewall works seamlessly with existing Oracle Database security solutions including 
privileged user controls, transparent data encryption, and native database auditing. 

Safely Deploying Applications in Virtual and Cloud Environments 
Today, most IT organizations employ virtualization techniques to consolidate applications and data 
onto fewer servers, move workloads to systems with available resources on an as-needed basis, support 
legacy applications on newer systems, provision systems faster, and overcome scalability constraints. 
Further extending virtual environments, cloud computing technology is pushing data and applications 
outside of traditional physical boundaries. While offering many benefits, virtualization and cloud 
computing increase the opportunity for security vulnerabilities and for inter-applications interference. 

As an integral part of the Oracle Solaris OS, Oracle Solaris Containers enables the creation of many 
secure, isolated runtime environments for individual applications using flexible, software-defined 
boundaries. All containers run under a single operating system kernel, enabling fine-grained control 
over rights and resources within a consolidated server. Applications can be managed independently of 
each other, placing one application in each virtual server to maintain isolation while simultaneously 
sharing hardware resources. 

Damage caused by an application isolated in a container remains confined as if the application is 
running on a dedicated machine. In other words, applications are protected from each other, providing 
fault isolation. In addition, since a limited set of privileges are available to them, applications executing 
in containers are prevented from interacting with privileged system processes or resources.   
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Figure 3. Oracle Solaris Containers securely isolates applications from each other. 

Containers are the primary mechanism used to implement data separation in Oracle Solaris Trusted 
Extensions, an advanced security feature that implements labels to protect data and applications based 
on their sensitivity level. Solaris Trusted Extensions enhances base Oracle Solaris security features by 
enforcing a mandatory access control (MAC) policy. Sensitivity labels are automatically applied to all 
sources of data (including networks, file systems, and graphical interface windows), as well as 
consumers of data (users and processes) and access to all data is restricted based on the relationship 
between the label of the data and the consumer.  

 
Figure 4. Oracle VM enables multiple virtual machines that provide application isolation. 
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Oracle VM is a free, next-generation server virtualization and management solution that makes enterprise 
applications easier to deploy, manage, and support. Users can create and manage virtual server pools 
running on x86-based systems that exist on the same physical server but behave like independent physical 
servers. Each virtual machine created with Oracle VM has its own virtual CPUs, network interfaces, 
storage, and operating system. 

Both Oracle Linux and Oracle Solaris can be used within virtual machines. The Oracle VM Secure Live 
Migration function enables the dynamic reallocation of running virtual machines using the Secure Sockets 
Layer (SSL). Administrators can migrate VMs between physical hosts across a LAN and maintain 
availability — without purchasing special hardware or deploying special secure networks. During this 
process, the LAN iteratively copies the memory of the virtual machine to the destination without stopping 
its execution. The process requires a pause of around 60 to 300 ms to perform final synchronization 
before the VM begins executing at its final destination, providing a virtually seamless migration.   

Helping to enhance the security of continuous business operations, Intel Xeon processors 5600 series and 
Intel Xeon processor E7 family support virtualization with innovations that improve failover, load 
balancing, and disaster recovery capabilities. Virtualization features provided by these processors are: 

• Intel Virtualization Technology (Intel VT-x) — infrastructure flexibility and investment 
protection with multigenerational VM migration across the full range of 32-bit and 64-bit 
configurations, enabling bigger VM pools 

• Intel Virtualization Technology for Connectivity (Intel VT-c) — hardware-assisted I/O that 
accelerates network performance and simplifies VM migration 

• Intel Virtualization Technology for Direction I/O (Intel VT-d) — gives designated VMs 
dedicated I/O devices, reducing overhead of the VM migration in managing I/O traffic.  

For a fully integrated cloud solution, Oracle Exalogic Elastic Cloud is designed to provide a cloud in a 
box. Exalogic enables enterprises to bring together thousands of disparate, mission-critical, 
performance-sensitive workloads with maximum reliability, availability, and security. 

Securing Data in Transit 
Computing today is all about communications. Networked access to computer systems is vital for 
operating a modern business. Any system that provides remote capabilities, however, offers a means 
for intruders to gain access. Network services, such as Telnet, File Transfer Protocol (FTP), file 
sharing, or even interactive user accounts, pose potential security risks for enterprises if they are not 
administered carefully. Oracle offers a number of features that can help administrators protect systems 
from internet-based threats. 

• Protecting Communication. In addition to securing data at rest, AES is also widely used to protect 
data in transit. Security protocols such as Wi-Fi Protected Access II (WPA2) for wireless LANs and 
SSL v2 for secure Web connections employ AES.  Providing a method to protect against threats 
such as session eavesdropping, password theft, and session hijacking, the Secure Shell (SSH) 
encrypts all network traffic, delivers stronger authentication, and monitors the integrity of network 
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sessions. Because it is integrated into the operating system, the Secure Shell environment can 
leverage the cryptographic framework for even greater security. 

• Securing Communication Channels. Oracle’s operating systems include the Internet Protocol 
Security Architecture (IPSec), a suite of protocols that secures communication channels and ensures 
that only authorized parties can communicate on them. In addition, Oracle Solaris includes APIs 
that enable application-level specification of IPSec policies, giving application developers the ability 
to dictate security policies independently of system administrators.  

Oracle Advanced Security Option (ASO) also provides an easy-to-deploy and comprehensive solution 
for protecting all communication to and from the Oracle Database, providing both SSL and native 
network encryption. SSL encryption and authentication are available for businesses that have deployed 
Public Key Infrastructure.  

Protecting Web Presence 
In today’s hyper-connected economy, every company needs a Web presence. The increasing availability of 
networks, bandwidth, and digital devices makes it attractive — and easier — to offer more applications and 
services to employees, customers, end users, and consumers over the internet or corporate intranet. As users 
become increasingly comfortable with this model, the demand for new and more sophisticated network-
based services grows. This market pressure causes many companies to skip or shorten the development and 
testing process, making the resulting applications targets for hackers. 

Companies looking to protect Web-facing applications can use the access control mechanisms built 
into Oracle’s operating systems. These features such as User and Process Rights Management, as well 
as Solaris Containers and Oracle VM, can help keep systems and services safe. With these tools, 
administrators can consolidate and secure multiple functions on a system without the need to modify 
application source code.  

With Oracle Waveset, moreover, companies can create an enterprise system where users have secure 
SSO access to Web applications anywhere, anytime. Passwords are automatically synchronized across 
hardware platforms, software applications, and databases. Administrators can easily provision new 
users, reprovision users to reflect changes in their status, and deprovision users when a relationship 
within the organization ends. Authentication and authorization services are provided across internal 
and external computing domains. 

Securing Access to Applications 
Today’s highly interconnected, multiuser, multi-application, shared-resource environments make it 
increasingly important to implement an infrastructure that can accommodate the environment while 
ensuring security, and simplifying the management of identities across this distributed infrastructure. 
Oracle’s enterprise applications are designed for security. They are tightly integrated with Oracle 
Fusion Middleware, providing a number of capabilities to address these critical needs. 

Every application must deal with identities to be secure. In a fragmented IT environment, this often 
leads to user frustration in having to remember many different passwords, or compromised security as 
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users take shortcuts. Oracle Identity Management Suite provides a comprehensive, common security 
and identity management infrastructure that ensures a robust, protected IT environment as well as 
simplifies both the user experience and IT operational requirements. Capabilities include: 

• Providing a source of truth system for enterprise roles and user identities via Oracle’s Lightweight 
Directory Access Protocol (LDAP) Directory Service as well as LDAP Directory Integration and the 
Oracle Virtual Directory 

• Provisioning user accounts and managing user entitlements across multiple enterprise systems and 
applications with the ability to delegate administration of privileges via the Oracle Identity Manager 

• Enabling Web as well as desktop SSO within the enterprise as well as federated across partner 
enterprises via Oracle Access Manager, Identity Federation, and Enterprise SSO 

• Enforcing security policies across Service Oriented Architecture (SOA) via Oracle Web Services 
Manager 

For Java applications, the Java Cryptography Extension (JCE) provides a framework and 
implementations for encryption, key generation, and algorithms. JCE is the default cryptographic 
provider for Java applications requiring encryption. It supports symmetric, asymmetric, block, and 
stream ciphers, in addition to supporting secure streams and sealed objects. On the Solaris platforms, 
JCE plugs into the Solaris Cryptographic Framework. It can take advantage of any mechanism available 
in the framework as well as the AES-NI instructions in the Intel Xeon hardware. 

Integrating Support 
Oracle delivers support for the entire stack of products utilizing one unified services organization, one 
unified support platform, and one unified support offering — Oracle Premier Support. As a result, 
Oracle offers IT organizations a level of service few other providers can — combining direct access to 
vendor expertise, tools, and product updates with a single point of accountability for all Oracle 
solution components. With this unique capability, Oracle can go beyond providing just point products 
so enterprises get more value from their complete IT solution.  

As Oracle's single unified support platform, My Oracle Support employs many security controls 
including the user registration process, which utilizes unique identifiers linked to customer support 
contracts. User-designated administrators approve or reject internal requests for new accounts and 
access rights. They control which features their users may access on My Oracle Support and have the 
ability to remove access privileges for their users. Only the customer's authorized users can view 
customer-based service requests within My Oracle Support. Oracle provides true end-to-end support 
for the complete Oracle IT stack, applications to disk. 
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Figure 5. Oracle’s solutions include security enhancements from the server and storage to databases and applications. 

Deploying With Confidence 
Industry leading organizations worldwide rely on Oracle’s end-to-end security solutions to protect data, 
defend against insider threats, and comply with security regulations — without changes to their existing 
applications, saving time and money. Oracle servers with Intel Xeon processor 5600 series and Intel 
Xeon processor E7 family provide robust security without additional appliances or increased 
performance overhead. With security features integrated throughout the entire solution stack, Oracle 
offers unmatched protection of business interests and intellectual property. 

For More Information 
Information on the products and technologies discussed in this paper can be found in Table 1. 

TABLE 1. SOURCES FOR ADDITIONAL INFORMATION 

TOPIC URL 

Oracle x86 Servers http://www.oracle.com/goto/x86 

Oracle Linux  http://www.oracle.com/linux 

Oracle Solaris http://www.oracle.com/solaris 

Oracle Solaris Security http://www.oracle.com/us/products/servers-storage/solaris/security/index.html 

Oracle Virtualization http://www.oracle.com/virtualization 

Oracle Database Security http://www.oracle.com/us/products/database/security/index.html 

Oracle Fusion Middleware Identity Management http://www.oracle.com/us/products/middleware/identity-management/index.html 

Intel Server Processors http://www.intel.com/xeon 

Intel Data Protection http://www.intel.com/technology/dataprotection 

Intel Virtualization http://www.intel.com/technology/virtualization 
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