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1. OVERVIEW

This document describes how to use InterNiche Technologies Diagnostic Suite, our
standard debugging, monitoring, and runtime configuration commands for our TCP/IP stack,
related protocols, and applications. The InterNiche Diagnostic Interface consists of three
eements

? Ingrumentation (or Agents) - built into dl InterNiche products
? User Display - the command line interface to the Diagnostic environment
? Menu System - an online list of, and help for, our Diagnostic commands

The InterNiche Diagnogtic Suite is acommand line driven interface and requires thet the
InterNiche TCP/IP stack software be ingalled and operationd in order to function properly.

2. COMMAND DESCRIPTIONS

This section describes the various line commands. They are organized into four areas of
utility: General commands, Diagnostic commands, Protocol specific commands, and Tar get
gpecific commands. Note that the Protocol specific commands are available only if you have
licensed and included the additional protocols from InterNiche as a part of your system.
NATRouter, RIP, FTP, TELNET, SNMP, Emailer, WebPort, and DHCP are examples of
optiona protocols, and their related diagnostic commands are available when they have been
built into your executsble.

2.1 ThelnterNiche Console

When webport.exe isrun, it initidizesand givesthe | NET> prompt. We cdl thisthe
InterNiche console. The consoleis the computer on which webport.exe isexecuting. Theline
commands can be displayed as Help menu lists or smply entered directly at the prompt.

The device on which this prompt is displayed is determined by the porting engineer and
will vary depending on the nature of the target system. For our DOS demo, the prompt is
displayed on the target PC's monitor and input from the user is accepted from the PC's
keyboard. On target system’ s without a keyboard and monitor, the prompt could be output on
aseria port and user input would be accepted on the seria port. For purpose of this discussion
we will refer to this user interface input/output device as the target system’s “consol€e’.

2.2 Runtime Commands

Commands are avalablein webport.exe when the option IN_MENUS isdefined in
thefileipport.h_h. The menuing code is portable to systems which opt to use the InterNiche
console menuing system and incorporate the InterNiche TCP/IP stack.

The InterNiche user interface prompts the user with the following prompt:

[I NET>_
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At this point the user can type any of dozens of commands for execution by the agent.
Our command interface isa* smart” interface and only requires that you enter enough of the
command name to uniquely identify it. Many commands can aso take 1 or more parameters
typed on the command line.

The first two sections cover the Genera commands, Diagnostic commands. These
should help anew user get started quickly. The remainder of these sections explain each
command in detail in the order that they appear in the menus.

As an introduction to these commands, an annotated session transcript is reproduced
here. The command as issued is shown in bold; a convention that is followed throughout this
document. Some commonly used commands are host and ping.

| NET> host 10.0.0.5
active host nunber set to 10.0.0.5

The host command sats a default remote host 1P address for those commands that
require a remote host to be specified.

| NET> pi ng
ping O to 10.0.0.5: ping 1 sent...
got ping reply; len:62 seq O from 10.0.0.5

The ping command checksif ahost is reachable or not.

[I NET> g |

The quit command isinvoked (abbreviated to ) and the Station returnsto DOS.

Parameters can be abbreviated to asfew as asingle letter when the meaning is
unambiguous.
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3. GENERAL COMMANDS

3.1 Hdp

The Help menu for the InterNiche console displays alist of avalable commands. The
commands can be brought up on the display by entering help or aquestion mark, ?. The help
command by itsdf displays the generd commands. When given diagnostic as an argument, it
lists the diagnostic command set.

The“Al so try” lineat the bottom of the Help menu lists the other InterNiche modules
that are ingdled and for which diagnostic hdp is available.

COMMAND

help
?

PARAMETERS

general Displays the most commonly used commands

diagnostic Displays commands that are used for reporting statistics

module name Theremaning parametersin the hep list will vary according to which
options were included in your build.

EXAMPLE

| NET> hel p

SNMP Station: general commands:
hel p - help with nmenus
state - show current station setup
qui t - quit station program
nvset - set non-volatile paraneters
version - display version information
I conmand - pass command to OS shel

Also try '"help [general|diagnostic|nat|ping]’

DESCRIPTION

Thiscommand isused to lig al the other commands. When typed by itsdlf, the generd
commands are listed. When followed by diagnostic or a pecific configuration name the
gppropriate command sets are listed. Smilarly, help nat would display the commands for
NATRouter.

A question mark, ?. isthe same ashelp.

Parameters can be abbreviated to as few as asingle letter when the meaning is
unambiguous.
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3.2 General
COMMAND
state - show current setup

PARAMETERS

None

EXAMPLE

| NET> state

Station |IP address for iface 0: 192.9.200.1
Station IP address for iface 1: 127.0.0.1
Active rempte host 127.0.0.1

Community string "public"

bject 1d: 1.3.6.1.2.1.1.3.0

retry/ping delay tine: 1008 ns.

session open to 127.0.0.1, ports: local-1205, renote-161(snnp)
session->tinmeout: 6 ticks. (tick is 1/18th sec)
No M Bs | oaded from nunbers files

| NET> _

DESCRIPTION

Displays current state information, interfaces, and default settings.
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COMMAND
quit - quit Sation program
PARAMETERS

None

EXAMPLE

| NET> quit
c:\> _

DESCRIPTION

Quit will cause the gpplication to do aclean exit to the OS, in this case DOS. It
disconnects the InterNiche I P stack from the ODI and Packet drivers. The stack is removed
from memory sinceit is part of the application.
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COMMAND
version - display verson information
PARAMETERS

None

EXAMPLE

| NET> version
InterNiche's portable TCP/|I P denp for DOS, vl1.53
| NET> _

DESCRIPTION

Displays current version of the InterNiche TCP/IP stack.
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COMMAND

Ilcommand - pass command to OS shdll

PARAMETERS
Any vdid OS command

EXAMPLE

| NET> !'dir

Volunme in drive Cis MAIN DI SK

Vol unme Serial Number is 1E4D-17D0
Directory of C\

AUTOEXEC DOS 211 11-27-98 12:56p AUTOEXEC. DOS
COVWWAND COM 93,812 08-24-96 11:11a COMVAND. COM
CONFI G DOs 188 11-27-98 12:56p CONFI G. DOS
AUTOEXEC BAT 301 12-04-98 12: 25p AUTOEXEC. BAT
W NDOWS <DI R> 11-23-98 4:15p W NDOWS
| NFOS <DI R> 12-02-98 7:55p I NFOS
AUTCEXEC VI A 54 11-23-98 4:21p AUTOEXEC. VI A
PROGRA~1 <Dl R> 11-23-98 4:15p Program Fil es
AUTCEXEC VI A 54 11-23-98 4:21p AUTOEXEC. VI A
SCANDI SK LOG 518 01-11-99 10: 34a SCANDI SK. LOG
TEMP <DI R> 12-29-98 12: 26p TEMP
CONFIG WN 188 11-27-98 1:27p CONFIG WN
W NUTI LS <DI R> 11-27-98 1:26p WNUTILS
W NzI P <DI R> 11-27-98 1:27p WnZip
CONFI G SYS 47 12-03-98 12:13p CONFI G SYS
ARCHI VES <DI R> 11-27-98 1:42p Archives
AUTOEXEC 000 125 12-02-98 6:27p AUTOEXEC. 000
MYDOCU~1 <DI R> 11-27-98 3:56p My Documents
AUTOEXEC BAK 53 11-30-98 12: 23p AUTOEXEC. BAK
CONFI G 000 2 12-02-98 6:26p CONFI G 000
SCANDI SK LOG 518 01-11-99 10: 34a SCANDI SK. LOG
TEMP <DI R> 12-29-98 12: 26p TEMP
CONFIG WN 188 11-27-98 1:27p CONFIG WN
W NUTI LS <DI R> 11-27-98 1:26p WNUTILS
W NzI P <DI R> 11-27-98 1:27p WnZip
BI N <DI R> 12-03-98 11:22a bin
PUBLI C <DI R> 12-09-98 6:35p Public

13 dir(s) 2,812.29 MB free

| NET> ! copy webport.nv webport. sav
1 file(s) copied
| NET> _

DESCRIPTION

Any command preceded by an asterisk “!” will be treated as an OS command, and will

be executed as on an OS prompt. For example, in DOS, “!dir” will executed as “dir”
command on DOS prompt.

Note: If thereisinsufficient memory to execute the command, nothing will happen.
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3.3 UDP Echo - define UDPSTEST in ipport.h_h
COMMAND

uesend - open UDP echo client, send UDP echo packet
PARAMETERS

None

EXAMPLE

| NET> uesend

echo socket not open. Opening...

udp echo client is starting.

sendi ng UDP echo 0 to 10.0.0.22

| NET> host 10. 20

| NET> uesend

host changed, restarting client socket
udp echo client is starting.

sendi ng UDP echo 0 to 10.0.0.20

| NET> UDP echo reply; len:64, reply:0, Qur send#:0
| NET> Del eting idle UDP Echo Client.

| NET> _

DESCRIPTION

This command will open a UDP Echo Client and send a UDP packet to the UDP Echo
Server. The |P address of the UDP Echo Server is specified usang thehost command. If a
UDP Echo Client socket connection is dready open for this Server, it will be used.

By default anidle UDP Echo Client is ddeted after 10 minutes. Thisis defingblein
UDP_IDLE_TIMEOUT.

Thiscommand isincduded inthe menu lig if UDPSTEST wasdefined in ipport.h_h.

SEE ALSO

delay
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COMMAND
uesinit - start UDP echo server
PARAMETERS

None

EXAMPLE

| NET> uesi nit
udp echo server is starting.
| NET> _

DESCRIPTION

This command will gart the UDP Echo Server on the console, if it isnot dready
running. If it is running, then nothing is done.

This command isincluded in the menu ligt if UDPSTEST wasdefined in ipport.h_h.
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COMMAND

uechalt - close UDP echo dlient

PARAMETERS

None

EXAMPLE

| NET> uechal t
udp echo - closing client socket
| NET> _

DESCRIPTION

This command will close the UDP Echo Client socket connection. An UDP Echo Client
sends packets to an UDP Echo Server. The server sends them back. This mechanism is used to
test the functiondity of UDP protocol.

A technicd note over hereis that multiple Client socket connections can be open on the
console. One Client socket connection viathe console interface. If TELNET Server is
implemented in console, then another computer can do a TELNET connection to the console,
and open a Client socket connection.

So, while only one UDP Echo Server can be running on the console, there could be
multiple UDP Echo Clients.

Thiscommand isinduded inthemenu ligt if UDPSTEST wasdefined in ipport.h_h.
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COMMAND
ueshalt - close UDP echo sarver

PARAMETERS

None

EXAMPLE

| NET> ueshal t
udp echo - closing server socket
| NET> _

DESCRIPTION

This command will dose the UDP Echo Server (running on the console), if it is running.

If it is not running, then nothing is done.

This command isincdluded in the menu ligt if UDPSTEST was definedinipport.h_h.
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COMMAND
uestats - UDP echo satistics

PARAMETERS

None

EXAMPLE

| NET> uestats
Showi ng UDP Echo statistics.
There are no Server connections.
There are no Client connections.
| NET> uesend
echo socket not open. Opening...
udp echo client is starting.
sendi ng UDP echo 0 to 10.0.0.20
| NET> UDP echo reply; len:128, reply:0, Qur send#::0
| NET> uesinit
udp echo server is starting.
| NET> uestats
Showi ng UDP Echo stati stics.
There is one Server connection.
Total pkts for Client 1: sent=1,rcvd=1
Total Client connections=1
| NET> _

DESCRIPTION

Show the gtatigtics for UDP Echoes completed.

Thiscommand isincdluded inthemenu ligt if UDPSTEST was ddfinedinipport.h_h.
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3.4 TCP Echo - define TCP_ECHOTEST inipport.h_h
COMMAND
tesend - open TCP echo client, send TCP echo packet

PARAMETERS

None

EXAMPLE

| NET> host 10. 20

| NET> t esend

Al'l TCP Echo Client connections are in use.

Pl ease try at a later tine.

| NET> t esend

sending TCP echo 0 to 10.0.0.20

| NET> TCP echo reply from 10.0.0.20, len:64, reply:0,Qur send#:0
| NET> Deleting idle TCP Echo Client.

| NET> _

DESCRIPTION

This command will open a TCP Echo Client and send a TCP packet to the TCP Echo
Server. The IP address of the TCP Echo Server is specified using the “host” command. If a
TCP Echo Client connection is dready open for this Server, it will be used.

FD_SETSIZE intcpport.h defines the maximum number of open TCP connections on
which select() can be done. TCP Echo Client uses select() which has a default vaue of 2.
Therefore by default only 1 TCP Echo Client can be open as the other connection is used for
TCP Echo Server.

By default anidle TCP Echo Client is deleted after 10 minutes. Thisis definablein
TCP_IDLE_TIMEOUT.

Thiscommand isinduded inthemenu lig if TCP_ECHOTEST wasdefinedin
ipport.h_h.

SEE ALSO

delay
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COMMAND
tesinit - start TCP echo server

PARAMETERS

None

EXAMPLE

I NET> tesinit
tcp echo srv - starting.
| NET> _

DESCRIPTION

This command starts the TCP Echo Server on the console. If it isdready running,
nothing is done. Normaly TCP Echo Server and UDP Echo Server are started with the
gpplication. And closed when the gpplication is quit. So this command would be sparsely used.

Thiscommand isinduded inthemenu lig if TCP_ECHOTEST wasdefined in
ipport.h_h.
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COMMAND
teshalt - close TCP echo server
PARAMETERS

None

EXAMPLE

| NET> host 10.22

| NET> teshal t

tcp echo srv - closing.
| NET> _

DESCRIPTION

Close the TCP Echo Server (on the console) if it is running. If it is not running, nothing is
done.

This command isindluded inthe menu ligt if TCP_ECHOTEST wasddfinedin
ipport.h_h.
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COMMAND
techalt - close TCP echo dient
PARAMETERS

None

EXAMPLE

| NET> techal t
Cl osing TCP Echo dient.
| NET> _

DESCRIPTION

This command will close the TCP Echo Client connection. An TCP Echo Client sends
packets to an TCP Echo Server. The server sends them back. This mechanism is used to test
the functiondity of TCP protocol.

A technicd note over here isthat multiple Client connections can be open on the
console. One Client connection viathe console interface. If TELNET Server isimplementedin
console, then another computer can do a TELNET connection to the console, and open a
Client connection.

So, while only one TCP Echo Server can be running on the console, there could be
multiple TCP Echo Clients.

Thiscommand isinduded inthemenu ligif TCP_ECHOTEST wasdefinedin
ipport.h_h.
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COMMAND

testats - TCP echo statistics

PARAMETERS

None

EXAMPLE

| NET> testats
Showi ng TCP Echo stati stics.
There are no Server connections.
There are no Client connections.
| NET> tesend
sending TCP echo 0 to 10.0.0.20
| NET> TCP echo reply from 10.0.0.20, len: 128, reply: 0, Qur send#:0
| NET> tesinit
tcp echo srv - starting.
| NET> testats
Showi ng TCP Echo statistics.
There is one Server connection.
Total pkts for Client 1: sent=1,rcvd=1
Total Client connections=1
| NET> Del eting idle TCP Echo Client.
| NET> _

DESCRIPTION

Show the statistics for the TCP Echo connections.

Thiscommand isinduded in themenu lig if TCP_ECHOTEST wasdefinedin
ipport.h_h.
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3.5 SNMP - define INCLUDE_SNMP in ipport.h_h
COMMAND

trap - send atest trap

PARAMETERS

None

EXAMPLE

| NET> trap
trap sent
| NET> _

DESCRIPTION

This command sends a SNMP (version 1) trap to the trap host.

This command isinduded in the menu lig if INCLUDE_SNMP was defined in
ipport.h_h.
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3.6 NV Parameters - define INCLUDE_NVPARAMS inipport.h_h

COMMAND
nvset - set nonvolatle parameters

PARAMETERS

None

EXAMPLE

| NET> nvset
| NET> _

DESCRIPTION

This command isinduded in the menu lig if INCLUDE_NVPARAMS was defined in
ipport.h_h. On execution nvset saves the current configuration to webport.nv.
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4. DIAGNOSTIC COMMANDS

When IN_MENUS isddfinedinipport.h_h, the Diagnogtic Command menu is
available and the list will vary according to what other options have been defined in thefile

ipport.h_h forindudon. If NET_STATS is defined, the CUI will include the ability to display

certain gatistics.
FILE
nrmenus.c
COMMAND

help diagnostic

PARAMETER
diagnostic
EXAMPLE
I NET> ? di ag
SNMP Station: diaghostic commands:
ar ps di splay ARP stats and table
debug set | P stack debug tracing
dtrap try to hook debugger
dunp hexdunp i ncom ng packets
i face di splay net interface stats
i nkstats di splay link |ayer specific stats
menory list currently alloced nenory
trapsize set size for alloc() trap
udp di splay UDP | ayer stats
snnp di splay SNMP M B counters
upcal | trace recei ved packets
| NET> _
DESCRIPTION

Used as a parameter for Help, this command displays alist of the diagnostic commands

that return current setistical data concerning the features included in your build.
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COMMAND

buffers - display alocated packet buffer gatistics

PARAMETERS

None

EXAMPLE

| NET> buffers

PACKET len buffer gque data

6F79: 0018, 1536, 6F79:0048 big 00 80 C8 E2 AF 2A 00 40 26 2D 01
6C 08 00 45
6F79: 064E, 1536, 6F79:067E big FF FF FF FF FF FF 00 80 C8 E2 B8
98 08 00 45
6F79: 0C84, 1536, 6F79:0CB4 big FF FF FF FF FF FF 00 80 C8 E2 B8
98 08 00 45
6F79: 12BA, 1536, 6F79: 12EA big FF FF FF FF FF FF 00 00 F4 90 10
52 08 00 45
6F79: 18F0, 1536, 6F79: 1920 big 00 80 C8 E2 AF 2A 00 40 26 2D 01
6C 08 00 45
6F79: 1F26, 1536, 6F79: 1F56 big 00 80 C8 E2 AF 2A 00 40 26 2D 01
6C 08 00 45
6F79: 255C, 1536, 6F79:258C big FF FF FF FF FF FF 00 80 C8 E2 B8
98 08 00 45
6F79: 2B92, 1536, 6F79:2BC2 big FF FF FF FF FF FF 00 80 C8 E2 B8
98 08 00 45
6F79: 31C8, 1536, 6F79:31F8 big FF FF FF FF FF FF 00 80 C8 E2 B8
98 08 00 45
6F79: 37FE, 1536, 6F79:382E big FF FF FF FF FF FF 00 80 C8 E2 B8
98 08 00 45
6F79: 3E34, 1536, 6F79:3E64 big FF FF FF FF FF FF 00 80 C8 E2 B8
98 08 00 45
6F79: 446A, 1536, 6F79: 449A big 00 80 C8 E2 AF 2A 00 40 26 2D 01
6C 08 00 45
6F79: 4AA0, 1536, 6F79:4AD0 big FF FF FF FF FF FF 00 80 C8 E2 B8
98 08 00 45
6F79: 50D6, 1536, 6F79:5106 big 00 80 C8 E2 AF 2A 00 40 26 2D 01
6C 08 00 45
6F79: 570C, 1536, 6F79:573C big 00 80 C8 E2 AF 2A 00 40 26 2D 01
6C 08 00 45
6F79: 5D42, 1536, 6F79:5D72 big 00 80 C8 E2 AF 2A 00 40 26 2D 01
6C 08 00 45
6F79: 6378, 1536, 6F79:63A8 big FF FF FF FF FF FF 00 80 C8 E2 B8
98 08 00 45
6F79: 69AE, 1536, 6F79: 69DE big 00 80 C8 E2 AF 2A 00 40 26 2D 01
6C 08 00 45
6F79: 6FE4, 1536, 6F79:7014 big FF FF FF FF FF FF 00 80 C8 E2 B8
98 08 00 45
....press any key for more (ESC to break)....
| NET> _

DESCRIPTION

Shows statistics for the allocated buffers.
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COMMAND
queues - dump packet buffer queues
PARAMETERS

None

EXAMPLE

| NET> queues

bi gf reeq: head: 6F79: 1F26, tail:6F79: 18F0, |en:30, nin:2, mx: 30
lilfreeq: head: 6F79: CBA4, tail:6F79:CB7C, len:29, nin:0, max: 30
rcvdqg: head: 0000: 0000, tail:0000: 0000, len:0, mn:0, nmax:2

| NET> _

DESCRIPTION

Thefirgt two lines provide taly information about the big and little packet buffer free
gueues. Thelen fidd gives an ingantaneous snapshot of how many packet buffers of each type
are in the queues. The min fidd tdlsyou how low len has gotten, which gives you some
indication of whether you' re running out of packet buffers. When min is0 it meanstha you've
run out of packet buffersin the listed queue type at least once since you booted the stack.

The line about rcvdq istdling you how big the packet receive queue has gotten. rcvdq
len tells you that you have packets in the receive queue that have not yet been processed by the
IP layer. rcvdq max letsyou know how high len has gotten to be since boot time. A high
vauein rcvdq max would be an indication that the stack is't getting around to processing the
receive queue in atimey manner.
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COMMAND

dbytes - dump block of memory

PARAMETERS

Memory location (hex seg.offset), length (optiond)

EXAMPLE

4E
00
00
00
02
00
20
20
30
30
30
30
20
0D
20
30
30
30
30

06
00
00
80
F2
50
00
30
30
20
30
20
30
0A
30
30
20
30
20

| NET> dbytes
ent er

menory | ocation in hex

| engt h
| NET> dbytes 6F79:0018, 128

79
00
00
C8
08
00
9F
30
20
30
20
30
30
30
30
20

6F
00
00
E2
1A
17
F9
20
30
30
30
30
20
30
20
30

0D OA

20
30

| NET>

30
30

48
(4
00
AF
00
0B
00
30
30
20
30
20
30
20
30
30
30
30
20

00
2
00
2A
00
5C
00
30
20
30
20
30
30
30
30
20
30
20
30

79
78
OE
00
1E
00
30
20
30
30
30
30
20
30
20
30
20
30
30

6F
5F
00
40
06
CcD
30
30
30
20
30
20
30
20
30
30
30
30
20

00
0A
4D
26
7D
34
20
30
20
30
20
30
30
30
30
20
30
20

06
00
00
2D
87
07
30
20
30
30
30
30
20
30
20
30
20
30

48
00
06
01
0A
24
30
30
30
20
30
20
30
20
30
30
30
30

seg: of f set

00 79 6F
50 08 00
06 4D 00
6C 08

00
DF
20
30
20
30
20
30
30
30
30
20
30
20

00
76
0D
20
30
30
30
30
20
30
20
30
20
30

00
16
AD
0A
30
30
20
30
20
30
20
30
30
30
30

00
00
4D
45
0A
50
30
30
20
0D
20
30
30
30
30
20
30
20

form followed by optional

03
00
4D
00
00
18
30
20
30
0A
30
30
20
30
20
30
20
30

DESCRIPTION

the address. Thisis aso be true for Intel x86 targets that are running in protected mode (like

This command heps in debugging.

The location parameter will be in seg:offset form only on processors that have the
segmented memory system, i.e. 16 bit Intel x86 targets.

On 68K and RISC targets, the location will just be asingle 32 bit number that indicates

DOSAGW).
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COMMAND

debug - set IP stack debug tracing

PARAMETERS
Optiona bitmask

EXAMPLE

| NET> debug

| P stack debug tracing on
| NET> debug

| P stack debug tracing off
| NET> _

DESCRIPTION

This diagnogtic command sets an internd flag which resultsin the gpplication printing out
scores of status messages as packets are received or sent up and down the protocol stack. This
can be helpful for detecting at exactly what protocol stack layer a bad packet's error occurs.
Often the nature of the error will be reported, i.e. "bad cksum”.

Thedebug command accepts an optiona parameter, which is ahex number that
represents a bit mask in which each bit specifies whether a particular type of IP stack tracing
will occur. Below are the definitions of the various bits:

BUGHALT OxO1  hatonagross gpplicationslevel error that is detected in the network
code
DUMP 0x02  Worksin conjunction with other options:
BUGHALT - Dump dl ariving packets
PROTERR - Dump header for levd of error
NETTRACE, etc. - Dump headers a trace level
INFOMSG 0x04  Print generd informationa messages
NETERR 0x08 Display net interface error messages
PROTERR 0x10  Digplay protocol level error messages
NETRACE 0x20  Tracepacket inlink leve net layer
TMO 0x40  Print message on timeout
APTRACE 0x80  Trace packet through application
TPTRACE 0x100 Trangport protocol (UDP/TCP/RVD) trace
IPTRACE 0x200 Trace packet in internet layer
UPCTRACE 0x400 Trace upcal progress- DANGEROUS!

SEE ALSO

upcall - Debug tracing will not occur on packets being processed in ISR context unless
both these options are enabled.
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COMMAND
dtrap - try to hook debugger
PARAMETERS

None

EXAMPLE

| NET> dtrap
??7?

| NET>

DESCRIPTION

dtrap causesacdl to the porting engineer provided dtrap() function to occur.

On the DOS implementation, dtrap executesan int 3 opcode. Thiswill cause most
Intel x86 based systems to turn control over to a debugger (such as DOS debug or Codeview),
if oneisresdent. Thiswill dso work under some circumstances with ICEs. On a system without
adebugger it will have no effect. The method of resuming execution will vary from debugger to
debugger.
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COMMAND
dump - hexdump incoming packets
PARAMETERS

None

EXAMPLE

| NET> dunp

Packet hex dunping enabl ed

| NET>

| NET> host 10.1

active host number set to 10.0.0.1
| NET> dunp

Packet hex dunping enabl ed

| NET> dunp

Packet hex dunping di sabl ed

| NET> _

DESCRIPTION

This dumps the SNMP protocol portion of al packets received and sent. It ignores
other protocols such as ARP and PING.

KNOWN B UGS

With some Ethernet drivers this can hang the system after areceived packet is dumped.
It is reliable when used on the loopback driver.
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COMMAND
linkstats - display link layer specific Satistics
PARAMETERS

An optiond interface number

EXAMPLE
I NET> |inkstats 1
Packet driver for LCIPKT, ver: 1, ext: 2
Packet driver link stats:
packets: In: 3 Qut : 3
bytes : In: 3060 Qut : 3060
errors : In: 0 Qut : 0
pkts dropped: 0 upcal | s: 6
pktdrvqg: head: 00 tail:00 len:0 max:0 min: 0
| NET> _
DESCRIPTION

This command displays Satigtics for the hardware associated with the given interface. If
no interface is specified, 1 isused. The format, content, and accuracy of these datistics will vary
from link driver to link driver. This command differs from theiface command in that these
counters are generally read from the hardware driver, (Packet driver or ODI) and are
maintained since the driver wasingtaled, not since the sation started as is the case with the iface
counters. Exceptionsto this principle arethe upcalls, pkts dropped, and pktdrvq display
above. These are maintained by the lowest levels of the station software and are included here
because they are peculiar to the Packet Driver implementation.

In generd, packet counts should be obtained from the iface command, since those
counters are well defined (by MIB-2) and are uniform across dl devices.

SEE ALSO

iface
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COMMAND
allocsize - st szefor dloc() breskpoint
PARAMETERS

Number of bytes to be alocated

EXAMPLE

| NET> al | ocsize 128
mal l oc trap size set to 128
| NET> _

DESCRIPTION

The stack code expects the porting engineer to provide an implementation of afunction
cdled npalloc() that the stack uses for memory alocation. npalloc() take asingle parameter
which specifies the number of bytes to be dlocated by the cal. The code we ship provides
implementations of npalloc() for many of our supported target systems (16 bit DOS, net186,
the VRTX ports, €tc).

In these implementations, there is an option to have the code break into a debugger if
the vaue of the passed parameter equals a particular value. The vaue that causes the code to
trap is pecified by the allocsize command. It can be useful during debugging for finding places
in the code where bogus memory dlocations are occurring.
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COMMAND
upcall - trace received packets
PARAMETERS

None

EXAMPLE

| NET> upcal
Upcal | debuggi ng enabl ed
| NET> _

DESCRIPTION

Enables protocol stack trace reporting on incoming packets. upcall togglesthe
UPCTRACE bhit in the tracing bit mask that is affected by the debug command. Itsjust a
shorthand way of setting this one particular bit.

SEE ALSO

debug
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4.1 Statistics- define NET_STATSin ipport.h_h
COMMAND
arps - display ARP datigtics and table
PARAMETERS
None

EXAMPLE

| NET> ho 10.0.0.80

active host number set to 192.9.200.3

| NET> p

ping O to 10.0.0.80: Arping for host...

got ping reply; len :62 seq O from 192.9.200. 3
pi ng conpl ete; send 1, received 1

| NET> arp

arp Requests In: 75, out: 28

arp Replys In: 8, out: 75

X) MAC Address i face pend I P ctinme [tinme
7) 0080C8- E2AF2A 1 N 10.0.0.80 4669168 4670448
| NET> _

DESCRIPTION

The ARP command displays some arp satistics and dumps data from the entriesin the

current ARP table. The mogt interesting fields are the MAC address and the associated |P

address. the entry "X)" fidld isthe pogition in the ARP table of this entry. Entries are alocated

last firgt, so this compile has 8 ARP entries (0-7). iface isthelogicd interface the arp was

resolved on. pend indicates whether we have an outgoing packet awaiting the results of an arp
reply. It will dmost dwaysbe N for no. Thetimeisthe internd timestamp when the ARP reply

was ladt referenced. Thisiskept so that if we run out of room in the ARP table, we can delete

the entry that has not been used for the longest time.

Thiscommand isincdluded inthe menu ligt if NET_STATS wasdefinedin ipport.h_h.
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COMMAND

ipstat - display IP layer satistics

PARAMETERS

None

EXAMPLE

| NET> i pst at

Gat eway: NO

Recvd fragnents:
Pkts fragnented:
Reasm Ti neout s:
| NET> _

rcv: total: 39002 header err: O
rcv: unknown Protocols: O
send: total: 2360

Routi ng; forwarded: O

IP MB statistics:

default TTL: 30

address err:

del i vered: 39002

di scarded: 0 No routes: O
di scarded: 0

0, Franes reassenbled: 0

0, Fragnents sent: 0, dropped: O

0, ReasmErrors: 0O

0

DESCRIPTION

ipstat displaysthe standard IP SNMP MIB datigtics.

Thiscommand isinduded inthemenu ligt if NET_STATS wasdefined in ipport.h_h.
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COMMAND
icmpstat - display ICMP layer Setigtics
PARAMETERS

None

EXAMPLE

| NET> i cnpst at

| CMP | ayer stats:

i cnpl nMsgs 1 icnplnErrors O

In counters: DestUnreach O Ti meExceed 0 Par nProb 0O
SrcQuench 0 Redirect O Echo(ping) O EchoReps 1
Timestnp O TSt mpRep O Addr Masks 0O Addr MaskRep 0
i cnpQut Msgs 2 i cnpQutErrors 0O

Qut counts: DestUnreach 2 Ti meExceed 0 Par nProb 0O
SrcQuench 0 Redirect O Echo(ping) O EchoReps 0
Timestnp O TSt mpRep O Addr Masks 0O Addr MaskRep 0
| NET>

DESCRIPTION
icmpstat displays the standard ICMP SNMP MIB ddtistics
Thiscommand isinduded inthemenu ligt if NET_STATS wasdefined in ipport.h_h.
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COMMAND
udp - display UDP layer satistics
PARAMETERS

None

EXAMPLE

| NET> udp

UDP M B dunp:

In: Good: 26 No Port: 2 Bad: 0
Qut: 26

| NET> _

DESCRIPTION

Theudp command displays the standard UDP SNMP MIB datistics.

Thiscommand isinduded inthemenu ligt if NET_STATS wasdefined in ipport.h_h.
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4.2 DNS- define DNS CLIENT and NET_STATS in ipport.h_h
COMMAND
dns stats - display DNS setup and Statistics
PARAMETERS
None

EXAMPLE

| NET> dns_stats

DNS servers:0.0.0.0 0.0.0.0 0.0.0.0 DNS cache:

name: , IP: 0.0.0.0, retry:0, ID:0, rcode:0, err:0
name: , IP: 0.0.0.0, retry:0, ID:0, rcode:0, err:0
name: , IP: 0.0.0.0, retry:0, ID:0, rcode:0, err:0
name: , IP: 0.0.0.0, retry:0, ID:0, rcode:0, err:0
name: , IP: 0.0.0.0, retry:0, ID:0, rcode:0, err:0
name: , IP: 0.0.0.0, retry:0, ID:0, rcode:0, err:0

protocol /i npl enmentation runtinme errors:0
requests sent:0

replys received: 0

usabl e replys: 0

total reties:0

ti meouts: 0

| NET> _

DESCRIPTION

This command shows datistics about the DNS Client. It shows alist of DNS servers
that the client is configured to know about, alisting of the client Sde DNS cache whichisakind
of ahistory of DNS resolutions that the client has performed, and some general DNS gatigtics.

Thiscommand isincdluded inthe menu list if DNS_CLIENT and NET_STATS was
definedinipport.h_h.
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4.3 TCP - define INCLUDE_TCP and NET_STATS inipport.h_h
COMMAND
mbuf - display mbuf satigtics
PARAMETERS
None

EXAMPLE

| NET> nbuf

nfreeq: head: 6F79: DOC6, tail:6F79: D5FA, |len:59, nmn:3, max:60
nbuf q: head: 6F79: D402, tail:6F79: D402, len:1, mn:0, max:57
nmbuf allocs: 23538, frees: 23536

| NET> _

DESCRIPTION

BSD implementation of TCP uses mbuf for dynamic memory requirements.

This command displays information about the queues that are used to hold freed and in-
use mbufs, whereas the mlist command below displays detailed information about each mbuf
that isin use.

This command isincduded inthe menu lig if INCLUDE_TCP and NET_STATS was
definedinipport.h_h.
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COMMAND
mlist - display mbufsin use
PARAMETERS

None

EXAMPLE

| NET> m i st

nbufs in use:

type 2, pkt:FFFFCOD2, data: FFFFC13E, |en: 18
| NET> _

DESCRIPTION

Thiscommand isinduded inthemenu ligt if INCLUDE_TCP and NET_STATS was
definedinipport.h_h.
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COMMAND
tcp - display TCP datistics
PARAMETERS

None

EXAMPLE

I NET> tcp

t cpRt oAl gorithm O, tcpRtoMn O

t cpRt oMax O, tcpMaxConn O

t cpActi veOpens 11, t cpPassi veOpens 6
tcpAttenmptFails O, t cpEst abResets 3

tcpCurrEstab O, tcpl nSegs 2344
t cpQut Segs 2567, tcpRetransSegs 16
tcplnErrs O, tcpQutRsts O
| NET> _
DESCRIPTION

Digplays the standard TCP SNMP MIB satistics.

Thiscommand isincluded inthe menu lig if INCLUDE_TCP and NET_STATS was
definedinipport.h_h.
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COMMAND

sockets - display socket list

PARAMETERS
None

EXAMPLE
| NET> sockets
TCP sock, fhost, ports, opts, rxbytes, state:
0000155A, 10.0.0.80, 23->2908, 0x0100, 0, ESTABLI SHED
FFFFDF3E, 0.0.0.0, 23->0, 0x0102, 0, LI STEN
FFFFDE2C, 0.0.0.0, 7->0, 0x0102, 0, LISTEN
FFFFDC88, 0.0.0.0, 21->0, 0x0102, 0, LI STEN
FFFFDB76, 0.0.0.0, 80->0, 0x0102, 0, LI STEN
| NET> _

DESCRIPTION

Display the list of open sockets.

Thiscommand isinduded inthe menu ligt if INCLUDE_TCP and NET_STATS was
definedinipport.h_h.
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COMMAND

tbconn - TCP BSD connection Satistics

PARAMETERS
None

EXAMPLE
I NET> t bconn
connections initiated: 11, connections accepted: 6
connections established: 12, connections dropped: 3
enbryoni ¢ connections dropped: 5, conn. closed (includes drops): 22
segs where we tried to get rtt: 1382, times we succeeded: 1369
del ayed acks sent: O, conn. dropped in rxm tineout: O
retransmt tineouts: 16, persist tinmeouts: 0
keepal ive tinmeouts: 101, keepal i ve probes sent: O
connections dropped in keepalive: 5
| NET> _

DESCRIPTION

Show the statistics about TCP connections.

Thiscommand isincluded inthe menu lig if INCLUDE_TCP and NET_STATS was

definedinipport.h_h.
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COMMAND

tbsend - TCP BSD send datistics

PARAMETERS

None

EXAMPLE

| NET> t bsend

total packets sent: 2612, dat a packets sent: 1366

data bytes sent: 68491, data packets retransmitted: 1

data bytes retransmtted: 3, ack-only packets sent: 1211

wi ndow probes sent: 0, packets sent with URG only: O

wi ndow updat e-only packets sent:0, control (SYN FIN| RST) packets
sent: 34

| NET> _

DESCRIPTION

Show gatigtics about TCP packets sent (for various connections).

Thiscommand isinduded inthemenu lig if INCLUDE_TCP and NET_STATS was
definedinipport.h_h.
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COMMAND

tbrcv - TCP BSD recaive datistics

PARAMETERS
None

EXAMPLE
| NET> t brcv
total packets received: 2401, packets received in sequence: 1149
bytes received in sequence: 2435, packets received with ccksum
errs: O
packets received with bad offset: O, packets received too
short: O
duplicate-only packets received: 62, duplicate-only bytes
recei ved: 62
packets with sone duplicate data: O, dup. bytes in part-dup
packets: O
out - of - order packets received: 8, out - of - order bytes
received: 0
packets with data after w ndow. O, bytes rcvd after wi ndow. O
packets rcvd after close: O, rcvd wi ndow probe packets: 0
rcvd duplicate acks: 9, rcvd acks for unsent data: O
rcvd ack packets: 1384, bytes acked by rcvd acks: 68811
rcvd wi ndow update packets: O
| NET> _

DESCRIPTION

Show statistics for TCP packets received (for various TCP connections).

This command isincluded inthe menu lig if INCLUDE_TCP and NET_STATS was

definedinipport.h_h.
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4.4 Modem - define USE_MODEM inipport.n_h
COMMAND

hangup - hang up (and reset) the modem

PARAMETERS

None

EXAMPLE

| NET> hangup
| NET> _

DESCRIPTION

Hang up and reset the modem. Thiswill also shut down dl protocols (e.g. PPP) running
over thisinterface.

Thiscommand isinduded inthe menu lig if USE_ MODEM was defined in
ipport.h_h.
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COMMAND

modem - modem, dider, and UART info

PARAMETERS

None

EXAMPLE

| NET> nodem

unit O, dialer state: CONNECTED
| ast baud rate: 21600

nodem DCD( 2f e) : 0xb0, Lines(2fc): O0xbO
UART com port is conR

UART interrupts: 595

UART rcvd bytes: 595

UART read bytes: 595

UART sent bytes: 1102

UART send timeouts: O

| NET> _

DESCRIPTION
Displays various statistics related to modem usage.

Thiscommand isinduded inthe menu lig if USE_ MODEM and NET_STATS was
definedinipport.h_h.

DIAGNOSTIC SUITE TECHNICAL REFERENCE
INTERNICHE TECHNOLOGIES INC. CONFIDENTIAL



4.5 HTTP - define WEBPORT in ipport.h_h

COMMAND

dir - directory of VFSfiles

PARAMETERS
None

EXAMPLE
| NET> dir
nanme flags size (conpressed)
bt nmap. map ---- 0 (----0)
hl pmask. ht m -0-- 694 (----0)
setip.htm -0-- 1320 (----0)
i ndex. ht m -0-- 1482 (----0)
body. htm -0-- 65 (----0)
i nwor ks. ht m -0-- 168 (----0)
hel phl p. ht m -0-- 588 (----0)
hl pi padd. htm -0-- 1484 (----0)
statnmenu. htm -0-- 1154 (----0)
setport. htm -0-- 1699 (----0)
ptstats. htm -0-- 616 (----0)
prtstat. htm -0-- 157 (----0)
pdetail.htm -0-- 1772 (----0)
hel pbtn. gi f ---- 1197 (----0)
npl ogot . gi f ---- 1781 (----0)
hub4907. gi f ---- 6864 (----0)
bt nmap. gi f ---- 3943 (----0)
i paddr ---s 0 (----0)
i pmask ---s 0 (----0)
def gw ---s 0 (----0)
hpport ---s 0 (----0)
frnmsent ---s O (----0)
frmmved ---s O (----0)
bytesent ---s 0 (----0)
byterved ---s 0 (----0)
ptcolls ---s O (----0)
pterrors ---s O (----0)
portstat ---s O (----0)
setip.cgi --x- 0 (----0)
set port. cgi --x- 0 (----0)
24984 bytes in 30 vfs files
| NET> _

DESCRIPTION

This command isinduded in the menu list if WEBPORT was defined in ipport.h_h.
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COMMAND

hstat - HTTP gatistics
PARAMETERS

None

EXAMPLE

| NET> hst at

HTTP stats: requests: 119 gets: 118 errors: 0, ssi:117 cgi:0
No http connections currently open.

| NET> _

DESCRIPTION

Thiscommand isincdluded in the menu ligt if WEBPORT was defined in ipport.h_h.
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4.6 PPP - define USE_PPPinipport.h_h
COMMAND

pfile - log PPP eventsto the file ppp.log
PARAMETERS

None

EXAMPLE

I NET> pfile

ppp file logging turned ON
I NET> pfile

ppp file logging turned OFF
| NET> _

DESCRIPTION
pfile togglesthe sate of whether PPP trace information will be logged to afile or not.
Thiscommand isinduded in the menu ligt if USE_PPP wasdefined in ipport.h_h.
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COMMAND

pcons - log PPP eventsto console

PARAMETERS

None

EXAMPLE

I NET> pcons

ppp file logging turned ON
I NET> pcons

ppp file logging turned OFF
| NET> _

DESCRIPTION

pcons togglesthe state of whether PPP trace information will be logged to the target
system console or not.

This command isincluded inthe menu lig if USE_PPP wasdefined in ipport.h_h.
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COMMAND
iface - display net interface datistics
PARAMETERS

Optiond interface number

EXAMPLE

I NET> iface

Interface (MB "if' group) stats for Interface 1, Ethernet Packet
Driver

rcvd: errors: 0 dr opped: O station: 0 bcast: 0 bytes: 0
sent: errors:0 dr opped: O station: 0 bcast: 0 bytes: 0

I NET> iface 2

Interface (MB '"if' group) stats for Interface 2, Ethernet OD
Driver

rcvd: errors: 0 dr opped: O station: 16 bcast: 0 byt es: 735
sent: errors:0 dr opped: O station:7 bcast: 1 bytes: 611

I NET> iface 3

Interface (MB "if"' group) stats for Interface 3, |oopback
rcvd: errors: 0 dr opped: O station: 0 bcast: 0 bytes: 0
sent: errors:0 dr opped: O station: 0 bcast: 0 bytes: 0

| NET> _

DESCRIPTION

Theiface command displays satistics for the given interface. If no interface is specified,
the default is 1. The gatigtics displayed in the command are a subset of those defined for
interfaces in MIB-2 (RFC1213). The numbering of the interfaces aso corresponds to the
interface indexing described in MIB-2. Thisindexing scheme starts numbering a one (i.e. three
interfaces would be numbered 1, 2, 3), whereas the InterNiche protocol stack's internal
mechanisms maintain the interface indexes numbered from O (i.e. 0, 1, 2). This should be kept in
mind by programmer's working on the InterNiche source code.

Thiscommand isinduded inthemenu ligt if NET_STATS wasdefined in ipport.h_h.
SEEALSO

linkstats, open
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4.7 Memory - define MEM_BLOCKS inipport.n_h
COMMAND

memory - lig currently adlocated memory

PARAMETERS

None

EXAMPLE

| NET> nmenory

bl ock[ 0] at 4297:037C, 40 bytes
bl ock[ 1] at 4297:03A6, 1536 bytes
bl ock[ 2] at 4297:09A8, 40 bytes
bl ock[ 3] at 4297:09D2, 1536 bytes
bl ock[ 4] at 4297:0FD4, 40 bytes
bl ock[ 5] at 4297: 0FFE, 1536 bytes
bl ock[ 6] at 4297: 1600, 40 bytes
bl ock[ 7] at 4297: 162A, 1536 bytes
bl ock[ 8] at 4297:1C2C, 40 bytes
bl ock[ 9] at 4297:1C56, 1536 bytes
bl ock[ 10] at 4297: 2258, 40 bytes
bl ock[ 11] at 4297:2282, 128 bytes
bl ock[ 12] at 4297: 2304, 40 bytes
bl ock[ 13] at 4297: 232E, 128 bytes
bl ock[ 14] at 4297:23B0, 40 bytes
bl ock[ 15] at 4297: 23DA, 128 bytes

etc.

| NET> _

DESCRIPTION

Dumps address and size of al dlocated but un-freed memory since the application
darted. Thisisuseful in detecting memory lesks during ports on the InterNiche SNMP AP
when no other such tools are available.

Thiscommand isinduded in the menu lig if MEM_BLOCKS was defined in
ipport.h_h.
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4.8 |IP - define IP_ROUTING inipport.n_h
COMMAND

routes - display IP route table

PARAMETERS

None

EXAMPLE

I NET> routes

..l Paddr....... mask......... next hop...iface..type
10.0.0.20 255.255.255.255 10.0.0.20 1 OTHER
10.0.0.80 255.255.255.255 10.0.0.80 1 OTHER
10.0.0.22 255.255.255.255 10.0.0.22 1 OTHER
127.0.0.1 255.255.255.255 127.0.0.1 2 OTHER
| NET> _

DESCRIPTION

This command isinduded in the menu ligt if IP_ ROUTING was defined in ipport.h_h.
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COMMAND
rtadd - manualy add IP route to table
PARAMETERS

Fird three parameterstarget.ip, target.mask, and next.hop in IP dot notation followed
by 0, 1, or 2 for the interface number

EXAMPLE

| NET> rtadd
usage: target.ip target.mask next.hop iface
where 1st 3 parns are in I[P dot notation, last is digit 0-2
I NET> rtadd 10.0.0.25 255.255.255.255 10.0.0.25 1
| NET> _

DESCRIPTION

This command isinduded in the menu lig if IP_ ROUTING wasdefined inipport.h_h.
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4.9 SNMP - define INCLUDE_SNMP inipport.n_h

COMMAND

samp - display SNMP MIB counters

PARAMETERS
None

EXAMPLE
| NET> snnp
snnpl nPkts: 0 snmpQut Pkts: 0
snnpl nBadVer si ons: 0 snnpl nBadConmuni t yNanes: 0
snnpl nBadConmmuni t yUses: 0 snnpl nASNPar seErrs: 0
snnpl nTooBi gs: 0 snnpl nNoSuchNanes: 0
snnpl nBadVal ues: 0 snnpl nReadOnl ys: 0
snnpl nGenErrs: 0O snnmpl nTot al ReqVvars: 0
snnmpl nTot al SetVars: 0 snnpl nGet Requests: 0
snnpl nGet Nexts: 0 snnpl nSet Requests: 0
snnpl nGet Responses: 0 snnpl nTraps: O
snnmpQut TooBi gs: 0 snmpQut NoSuchNanes: 0
snnmpCQut BadVal ues: 0 snmpQut GenErrs: 0
snnpQut Get Requests: 0 snnpQut Get Nexts: O
snnpQut Set Requests: 0 snnpQut Get Responses: 0
snmpQut Traps: O snnpEnabl eAut henTraps: 2
| NET> _

DESCRIPTION

Displays the counters associated with the SNMP protocol layer. These counters are
those described for SNMP in MIB-2 (RFC1213).

Thiscommand isinduded inthe menu lig if INCLUDE_SNMP was defined in
ipport.h_h.
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5. PROTOCOL SPECIFIC COMMANDS

5.1 DHCP Server

FILE

dhcpmenu.c

COMMAND

help dhepsv - displaysalist of DHCP server commands
PARAMETERS

None

EXAMPLE

| NET> ? dhcpsrv
dhsrv DHCP server statistics
dhl i st DHCP server assigned addresses
dhentry list specific entry details
dhdel ete delete a DHCP entry

| NET> _

DESCRIPTION

Shows the command set for DHCP Sexver.
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COMMAND

dhgv - DHCP sarver statistics
PARAMETERS

None

EXAMPLE

| NET> dhsrv

pl ai n bootp requests received: 0
pl ain bootp replys sent: O

di scover packets received: O

of fer packets sent: O

dhcp request packets received: 0
declines received: 0O

rel eases received: 0O

acks sent: O

naks sent: O

requests for other servers: 0
protocol errors; all types: O

| NET> _

DESCRIPTION

Show the gtatistics for DHCP Server.
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COMMAND

dhlist - DHCP server assigned addresses

PARAMETERS

None

EXAMPLE

| NET> dhli st
no DHCP/ BOOTP entrys in database
| NET> dhli st

2 10.0.0.34 00:00:60:90: 06: 8C dbase
3 10.0.0.33 00: 00: F4: 90: OE: D8 dbase

3 Entries
| NET> _

| P addr client ID type
1 10.0.0.151 00:40: 05: E5: 1C. E6 dynam ¢

st at us | ease
Assi gned via DHCP 2285
unassi ghed 0
unassi gned -1

DESCRIPTION

Show thelist of 1P addresses assigned by the DHCP Server.
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COMMAND
dhentry - ligt pecific entry detalls
PARAMETERS

Index number

EXAMPLE

| NET> dhentry

Need a dh_entry index nunber (1 - ?).

dhcp entry index out of range - try one of these:
no DHCP/ BOOTP entrys in database

| NET> dhentry

Need a dh_entry index nunber (1 - ?).

dhcp entry index out of range - try one of these:

| P addr client ID type st at us | ease
1 10.0.0.151 00:40: 05: E5: 1C. E6 dynam ¢ Assi gned via DHCP 3331
2 10.0.0.34 00:00:60:90: 06: 8C dbase unassi ghed 0
3 10.0.0.33 00:00: F4: 90: OE: D8 dbase unassi gned -1
3 Entries
| NET> _
DESCRIPTION

Show the details about a particular entry. For each IP address that is assigned by the
DHCP Server, an entry is made in the DHCP database.
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COMMAND

dhdelete - delete a DHCP entry

PARAMETERS

Index number

EXAMPLE

| NET> dhdel ete
Need a dh_entry index nunber (1 - ?).
| NET> dhli st
| P addr client ID type st at us | ease
1 10.0.0.151 00:40: 05: E5: 1C. E6 dynam ¢ Assi gned via DHCP 2285
2 10.0.0.34 00:00:60:90: 06: 8C dbase unassi ghed 0
3 10.0.0.33 00:00: F4: 90: OE: D8 dbase unassi gned -1

3 Entries
| NET> dhdel ete 2
del et ed
| NET> dhli st
| P addr client ID type st at us | ease
1 10.0.0.151 00:40: 05: E5: 1C. E6 dynam ¢ Assi gned via DHCP 2082
2 10.0.0.33 00:00: F4:90: OE: D8 dbase unassi gned -1

2 Entries
| NET> _

DESCRIPTION

Usethe dhlist command to get information about a DHCP entry and then use
dhdelete command to delete that entry from the DHCP database. Please note that this
command only affects the DHCP database. DHCP Server has no means to prevent the remote
device/computer from using the P address that would be freed by this call.
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5.2 Email Alerter

FILE
smtpport.c
COMMAND

help smtp - displaysalist of SMTP commands

PARAMETER
smtp
EXAMPLE
| NET> ? snip
ndel del ete an SMIP al ert recipient
nport TCP port for SMIP alerts
nr cpt add/ vi ew SMIP al ert recipients
nserver SMIP server | P address
nt est Send a test SMIP alert
nfile Email a disk file
nst at dunp SMIP info
nver bose toggl e SMIP ver bose nopde
| NET> _
DESCRIPTION

Displays the command st for Email Alerter.
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COMMAND
mdel - deletean SMTP dert recipient
PARAMETERS
Email address to be deleted, without parametersiit lists the current recipients.

EXAMPLE

| NET> ndel
Specify recipient to delete.
SMIP Al erts Enabl ed
SMIP Server |P address 207.156.252.7:25, currently disconnected,
state: 0.
Al ert Recipients:
j bartas@ ni che. com
Il ar der @ ni che. com
Alert Msgs in Queue: O
Message fates; OK: 0, bad code: 0, so_error: O
I NET> ndel |1 arder @ niche.com
reci pi ent del eted
| NET> _

DESCRIPTION

Email Alerter isinformed about email addresses which receive the derts. This command
deletes the email address of a particular recipient. The mrcpt command is used to add emal
addresses to the recipient list.
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COMMAND

mport - TCP port for SMTP derts

PARAMETERS

Optional - new port number.

EXAMPLE

| NET> nport

sntp server port is currently 25

to change, enter new port nunber after this conmand
I NET> nport 27

| NET> nport

sntp server port is currently 27

to change, enter new port nunber after this conmand
| NET> _

DESCRIPTION

mport shows the port number that is being used for setting up a TCP connection to
send the emails. This command can aso be used to change the port number.

The port number being specified is the port number on the remote server machine to
which the connection attempts are going to be made.
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COMMAND

mrcpt - addiview SMTP dert recipients
PARAMETERS

Optiond - new email address to be added to recipient list

EXAMPLE

I NET> nr cpt
SMIP Al erts Enabl ed
SMIP Server |P address 207.155.248.7:25, currently di sconnected,
state: 0.
Al ert Recipients:
j bartas@ ni che. com
Alert Msgs in Queue: O
Message fates; OK: 0, bad code: 0, so_error: O
To add recipient, type email address after command
| NET> nrcpt |l arder@ni che.com
| NET> nrcpt
SMIP Al erts Enabl ed
SMIP Server | P address 207.155.248.7:25, currently di sconnected,
state: 0.
Al ert Recipients:
j bartas@ ni che. com
Il arder @ ni che. com
Alert Msgs in Queue: O
Message fates; OK: 0, bad code: 0, so_error: 1
To add recipient, type emanil address after command
| NET> _

DESCRIPTION

This commeand is used to view the list of email addressesin the recipient list. Emails will
be sent to Al recipientsin thislist. This command can aso be used to add new email addresses

to therecipient lig.
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COMMAND

mserver - SMTP server |P address

PARAMETERS

Optiond - new server address

EXAMPLE

| NET> nserver

sntp server is currently 207.155.248.7

to change, enter new | P address after this command
I NET> nserver 207.156.252.7

| NET> nserver

sntp server is currently 207.156.252.7

to change, enter new | P address after this command
| NET> _

DESCRIPTION

This command is used to specify the IP address of the SMTP Server. When an emall is
to be sent, a SM TP connection is made to this sarver. Without a SMTP server, no emails can
be sent.
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COMMAND
mtest - send atest SMTP dert

PARAMETERS

None

EXAMPLE

| NET> nt est
| NET> _

DESCRIPTION

This command sends atest email to everybody in the recipient list.

Before using this command, the | P address of the SMTP Server should be set and dso

the recipient ligt.
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COMMAND
mfile - emal adisk file
PARAMETERS

Name of the file to be sent

EXAMPLE
I NET> nfil e
| NET> nfile webport.nv
| NET> _

DESCRIPTION

This command sends the specified file as an email attachment to everybody in the
recipient list.

Before using this command, the IP address of the SMTP Server should be set and dso

the recipient ligt.
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COMMAND
mstat - dump SMTP info
PARAMETERS

None

EXAMPLE

| NET> nst at
SMIP Al erts Enabl ed
SMIP Server |P address 207.155.248.7:25, currently di sconnected,
state: 1.
Al ert Recipients:
j bartas@ ni che. com
I I arder @ ni che. com
Alert Msgs in Queue: 2
msg at 65E8: F930, state: 1
msg at 65E8: FAEC, state: 1
| ast nmessage reply 0 polls (5267 seconds) ago
Message fates; OK: 0, bad code: 0, so_error: O
| NET> _

DESCRIPTION

Show gtatistics about the Email Alerter module.
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COMMAND
mverbose - toggle SMTP verbose mode
PARAMETERS

None

EXAMPLE

| NET> nver bose
ver bose node ON
| NET> nver bose
ver bose node OFF
| NET> _

DESCRIPTION

When the verbose mode is s, then information is digplayed in detail for dl the emalls
sent.
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5.3 FTP Client

FILE
ftpmenu.c
COMMAND

help ftpc - displaysalist of FTP client commands

PARAMETERS
ftpc
EXAMPLE
INET> ? ftp
asci i use ASCI| transfer node
bi nary use Binary transfer node
cd change server's directory
fcl ose cl ose FTP command connecti on
fverb t oggl e verbose node
f pasv set server to passive node
ftp open an FTP connecti on
hash toggl e hash mark printing
get CET a file
put PUT a file
pwd print working directory
I's list files in server directory
fstate di splay FTP client state
| NET> _
DESCRIPTION

Digdlaystheligt of FTP client commands.
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COMMAND
ascii - use ASClI transfer mode

PARAMETERS

None

EXAMPLE

| NET> asci i
ftp send: TYPE A
INET> ftp reply: 200 Command OK

DESCRIPTION

Theascii command has the same meaning here as it doesin a standard FTP client
program. It specifiesthat files are to be transferred in ASCII, as opposed to binary, form.
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COMMAND
binary - useBinary transfer mode

PARAMETERS

None

EXAMPLE

| NET> bi nary
ftp send: TYPE |
INET> ftp reply: 200 Command OK

DESCRIPTION

The binary command has the same meaning here asit doesin astandard FTP client
program. It specifiesthat files are to be transferred in binary, as opposed to ASCII, form.
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COMMAND
cd - change server's directory
PARAMETERS

None

EXAMPLE

| NET> cd

pl ease specify path arg

| NET> cd subdir

ftp send: CWD subdir

INET> ftp reply: 200 directory changed to c:\subdir
ftp: directory changed to c:\subdir

I I NET> cd ..

ftp send: CWD ..

INET> ftp reply: 200 directory changed to c:\
ftp: directory changed to c:\

| NET> _

DESCRIPTION

Same as the standard FTP cd command, this changes the server’s current directory.
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COMMAND
fclose - close FTP command connection

PARAMETERS

None

EXAMPLE

| NET> fcl ose
| NET>

DESCRIPTION

Closes the FTP command connection.
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COMMAND

fverb - toggle verbose mode

PARAMETERS

None

EXAMPLE

| NET> fverb

ftp verbose node off
| NET> fverb

ftp verbose node on
| NET> _

DESCRIPTION

Toggles the verbose mode on and off.
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COMMAND
fpasv - st server to passive mode

PARAMETERS

None

EXAMPLE

| NET> f pasv
| NET> _

DESCRIPTION

Sets the FTP server to passive mode.
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COMMAND
ftp - openan FTP connection

PARAMETERS

IP address
user name
password

EXAMPLE

| NET> ftp

usage: ftp host username [ password]

I NET> ftp 10.0.0.22 guest sesame

INET> ftp reply: 220 Service ready

ftp send: USER guest

ftp reply: 331 User nane ok, need password
ftp send: PASS sesane

ftp reply: 230 User |ogged in

ftp user "guest" |ogged in.

| NET> FTP Connection tined out : No activity for 600 secs
| NET>

DESCRIPTION

The ftp command takes from 2 to 3 parameters. The first parameter is the IP address
of the FTP server to which we are trying to connect. The second parameter isthe user name
that we want to login to the server as. The third parameter is that user’s password. The
password is optiond. This command will attempt to create an FTP command connection to the
specified server. Thefclose command closes this command connection.
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COMMAND
hash - toggle hash mark printing
PARAMETERS

None

EXAMPLE

| NET> hash

FTP hash mark printing turned on
| NET> hash

FTP hash mark printing turned off
| NET> _

DESCRIPTION

Most FTP clients support this option as away for the user to monitor the progress of an

FTP datatransfer. When enabled, the client displays hash, #, marks every so often to let the
user know that the data transfer is progressing.
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COMMAND

get - GET afile

PARAMETERS
filename

EXAMPLE

| NET> get readme.txt readne. 000

ftp send: PORT 10,0,0, 68, 31, 67

INET> ftp reply: 200 Command OK

ftp send: RETR readne. txt

ftp reply: 150 Here it cones...

receiving file..

I NET> ###ftp server closed data connection

INET> ftp reply: 226 Transfer OK, Closing connection
Recei ved 15068 bytes in 0 seconds

| NET> _

DESCRIPTION

get takes 1 or 2 parameters. Thefirgt required parameter is the name of the file on the

remote FTP server that isto be retrieved to the loca client machine. The second optiond
parameter specifies the name that should be assigned to thefile that is crested on the local
meachine. If the second parameter is not specified, the locd file name will be the same asthe
remote one.
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COMMAND
put - PUT afile

PARAMETERS

filename

EXAMPLE

| NET> put readne.txt

ftp send: PORT 10,0,0, 68, 31, 86

INET> ftp reply: 200 Command OK

ftp send: STOR readne.txt

ftp reply: 150 Connecting for STOR

sending file..

| NET> Sent 12495 bytes in 0 seconds

INET> ftp reply: 226 Transfer OK, Closing connection

DESCRIPTION

put takes 1 or 2 parameters. The firgt required parameter is the name of the file on the
local client machine that is to be sent to the remote FTP server machine. The second optiona
parameter specifies the name that should be assigned to the file that is created on the remote
mechine. If the second parameter is not specified, the remote file name will be the same asthe
local one.
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COMMAND
pwd - print working directory
PARAMETERS

None

EXAMPLE

| NET> pwd

ftp send: XPWD

INET> ftp reply: 257 "c:\work"
ftp: "c:\work"”

| NET> _

DESCRIPTION

The pwd command tells the remote FTP server to print the current working directory
thet the dient isin on the remote maching sfile system.
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COMMAND
Is - ligfilesin server directory

PARAMETERS
None

EXAMPLE

| NET> |'s

W NDI FF

BUFFER

ADI TYA

NEVDEV

NEVBBUG

PFE

BUGFI X

MYDOWN~1

VTCP

MATE

CVMSOUR~1

MAKESRC

CMSOURCE

T- VTCP~2

OFFI CE51

FFASTUNT. FFL

T- VTCP~1

T- VTCP

SLIP

ATULFTP

CONFI G. SYS

ftp server closed data connection
I NET> ftp reply: 226 Transfer OK, Cl osing connection
Listed 81 bytes in 0 seconds
| NET> _

DESCRIPTION

Thels command tdlls the remote FTP server to list the contents of the current working
directory. Itslike typing dir a a DOS prompt, except its the directory listing of the remote
server machine.

DIAGNOSTIC SUITE TECHNICAL REFERENCE 85
INTERNICHE TECHNOLOGIES INC. CONFIDENTIAL



COMMAND
fstate - digplay FTP client Sate
PARAMETERS

None

EXAMPLE

| NET> fstate

state: command in progress, node:ascii
server: 10.0.0.70, data port:20

Hashi ng: OFF, passive: off

| NET> _

DESCRIPTION

Displays information about FTP dients.

Thiscommand isinduded inthe menu ligt if NET_STATS wasdefinedinipport.h_h.
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5.4 Ping
FILE
app_ping.c
COMMAND

help ping - menu to set/view vaues for ping

PARAMETER
ping
EXAMPLE
I NET> ? ping
pi ng Ping [host] [#tinmes]
del ay set mlliseconds to wait between pings
host set default active |IP host
| engt h set default ping packet |ength
endpi ng term nate the current ping session
pstats di splay statistics about ping
| NET> _
DESCRIPTION

Shows the command set for ping.
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COMMAND
ping - anordinary ping utility
PARAMETERS

host
#times

EXAMPLE

I NET> ping 192.9.200.3

ping O to 192.9.200.3: Arping for host...

got ping reply; len :62 seq O from 192.9.200.3
pi ng conplete; send 1, received 1

I NET> host 192.9.200.3

active host number set to 192.9.200.3

| NET> ping 3

...press any key to stop pinging..

ping O to 192.9.200.3: ping 0 sent..

got ping reply; len :62 seq O from 192.9.200.3
ping 1 to 192.9.200.3: ping 1 sent..
got ping reply; len :62 seq 1 from 192.9.200.3
ping 2 to 192.9.200.3: ping 2 sent..

got ping reply; len :62 seq 2 from 192.9.200.3
pi ng conplete; send 3, received 3
| NET> _

DESCRIPTION

The length and inter packet delay of the pings can be set with thelength and delay
commands. ping can be sent to any host at any time by specifying the | P address of the host on
the command line. If no IP addressis specified ping will use the default host.

SEE ALSO

length, delay
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COMMAND
delay - sat millisecondsto wait between pings
PARAMETERS

Number of millissconds

EXAMPLE
| NET> del ay
current ping delay is 1008
to set, enter nunber of mlliseconds on command |i ne.

| NET> del ay 100
set inter-ping delay to (approx) 100 ns

| NET> del ay
current ping delay is 56
to set, enter nunber of mlliseconds on command |i ne.
| NET> _
DESCRIPTION

Sets the time to wait between pings when the multi-packet ping option isused. delay is
rounded off to the nearest clock tick ( 1/18th second approx. 56 milliseconds ). Default isone
second. Setting the time to less than one tick will cause the pings to be sent with no inter-frame
delay a dl.
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COMMAND
host - sat default active IP host

PARAMETERS

|P host name or number

EXAMPLE

| NET> host 192.9.200.3
active host nunber set to 192.9.200.3
| NET> _

DESCRIPTION

This command sets the default host for subsequent commands.. ping will default to
using the hogt set with ahost command. If the host is changed while a sesson is open, the
session is closed and a new session is opened with the new host.

SEE ALSO

ping
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COMMAND
length - set default ping packet length
PARAMETERS

A number, usudly in therange of 60 - 1514

EXAMPLE

| NET> | ength 15

CAUTI ON: 15 is unusual length

I NET> | en

default ping length is 15

To change it, put new nunber on command |ine
| NET> | en 1500

| NET> | ength

default ping length is 1500

To change it, put new nunber on command |ine
| NET> _

DESCRIPTION

This command sets the length for ping packets. lengths outside of the range 60-1500

(roughly the range of 10 Mbs Ethernet packets) will generate a cautionary message, but will be
used anyway. The exact behavior of pings outsde of this range will depend on the MAC drivers

and hardware used with the interface.
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COMMAND
endping - terminate the current ping sesson
PARAMETERS

None

EXAMPLE

I NET> ping 10.20 15

...use endping command to stop pinging..

ping O to 10.0.0.20: Arping for host...

I NET> got ping reply; len :1022 seq O from 10.0.0. 20
INET> ping 1 to 10.0.0.20: ping 2 sent..

got ping reply; len :1022 seq 1 from 10.0.0. 20
I NET> ping 2 to 10.0.0.20: ping 3 sent..

got ping reply; len :1022 seq 2 from 10.0.0. 20
I NET> ping 3 to 10.0.0.20: ping 4 sent..

got ping reply; len :1022 seq 3 from 10.0.0. 20
I NET> endpi ng

pi ng conpl ete; sent 4, received 4

| NET> _

DESCRIPTION

endping stops the current ping session.
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COMMAND
pstats - display satistics about ping
PARAMETERS

None

EXAMPLE

| NET> pstats

Default ping delay tinme: 1960 ms.
Def ault ping host: 10.0.0.20
Default ping pkt length: 128 bytes
There are 0 ongoi ng ping sessions.
| NET> _

DESCRIPTION

pstats digplays statistics about the ping settings.

NAT RouterNAT InterNiche menu routines. These are tightly coupled to the InterNiche
menuing Sysem in .\misclib\menu*.*. These routines should be portable to syssems using the
menus. They are not required for basic NAT functiondity.

FILE

natmenu.c
COMMAND

help nat - menuto sat/view NAT vaues

PARAMETER
nat
EXAMPLE
| NET> ? nat
natstats di spl ay general NAT statistics,
nat conns di spl ay NAT connection table,
natentry NAT connection detail
nal i ases show alias |ist,
npr oxi es show proxy i st
nxi p expunge | P address from NAT tables
| NET> _
DESCRIPTION

Displays the command set for the NAT Router.
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COMMAND
natstats - display generd NAT datidtics
PARAMETERS

None

EXAMPLE

| NET> natstats

local IP: 10.0.0.1 local nmask: 255.0.0.0

Internet IP: 209.220.44.220 |ocal mask: 255.255.255.0

ti meouts: TCP: 500, UDP: 60

local to inet: pkts:1804, bytes: 103876

inet to local: pkts:509, bytes:225773

maxnss: 0, max TCP wi ndow. O

Connections: TCP:4, UDP:0, ICWMP:.1, created: 496, deleted: 491

Errors: cksum O, retries: 478, bad packets: 0

Total I P pkts: 2160, Reserved addresses: 363

ENCAP: rx: 00000000, encap: 00000000, decap: 00000000
nmkfrag: 00000000, rxfrag: 000000000

| NET> _

DESCRIPTION

Display generd gatigtics of the NAT Router.
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COMMAND

natconns - display NAT connection table

PARAMETERS
None

EXAMPLE
I NET> nat conns
No open Connecti ons
I NET> nat conns
TCP: 149.1.1.31:17027 <-> 10.0.0.4: 1104
Qut _port: 1584, pkts: out 27, in 26, state: 4 encap
TCP: 149.1.1.31:17027 <-> 10.0.0.4: 1103
Qut _port: 1583, pkts: out 1, in 1, state: 4 encap: O
TCP: 207.82.70.13:443 <-> 10.0.0.5: 3370
Qut _port: 1582, pkts: out 28, in 21, state: 4 encap
TCP: 207.82.70.13:443 <-> 10.0.0.5: 3368
Qut _port: 1580, pkts: out 25, in 20, state: 4 encap
TCP: 207.82.70.13:443 <-> 10.0. 0. 5: 3367
Qut _port: 1579, pkts: out 22, in 22, state: 4 encap
TCP: 207.82.70.13:443 <-> 10.0.0.5: 3366
Qut _port: 1578, pkts: out 26, in 22, state: 4 encap
TCP: 207.82.70.13:443 <-> 10.0. 0. 5: 3365
Qut _port: 1577, pkts: out 26, in 24, state: 4 encap
TCP: 207.82.70.13:443 <-> 10.0.0. 5: 3363
Qut _port: 1575, pkts: out 36, in 31, state: 4 encap
TCP: 207.155.252.4:80 <-> 10.0.0.5: 3321
Qut _port: 1490, pkts: out 7, in 1, state: 4 encap: O
NET>

DESCRIPTION

Ligs gatidicsfor dl the open NAT connections.
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COMMAND
natentry - NAT connection detall
PARAMETERS

An outside port number

EXAMPLE

| NET> natentry

enter outside port nunmber of connection on conmand |ine
use “natconns” conmand to get port |ist

I NET> natentry 1525

Foreign | P: 205.188.247.0, Local IP: 10.0.0.5
Ports: outside: 1525, inside: 3336, foreign: 80
out goi ng: pkts: 8, bytes: 938

i ncom ng: pkts: 6, bytes: 3689

Type TCP, seconds since use 114

TCP Seq: 381308120, Ack: 2083411835, state: 5
Retrys: Local: 0, Foreign: O

Bad checksum Local: 0, Foreign: O

| NET> _

DESCRIPTION

Show information about a particular NAT connection.
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COMMAND
naliases - show diaslig
PARAMETERS

None

EXAMPLE

| NET> nal i ases

205. 206. 207.3 aliased to 10.0.0.52
205.206.207.2 aliased to 214.69.218.2
| NET> _

DESCRIPTION

Showsthelist of NAT aiases. Aliases can be setup in the natdb.nv file

This command isinduded in the menu list if NAT_ALIASLIST wasdefined in
ipport.h_h.
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COMMAND
nproxies - show proxy list
PARAMETERS

None

EXAMPLE

| NET> npr oxi es

TCP port 19 mapped to 10.0.0.52:19
TCP port 21 mapped to 10.0.0.52:21
TCP port 80 mapped to 10.0.0.52:80
TCP port 61 mapped to 10.0.0.52:61
| NET> _

DESCRIPTION

Showsthelist of NAT proxies. Proxies can be setup in the natdb.nv file

This command isinduded in the menu ligt if NAT_PROXYLIST was defined in
ipport.h_h.
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COMMAND
nxip - expunge |P address from NAT tables

PARAMETERS

An IP address

EXAMPLE

| NET> nxip

enter | P address to expunge on comrand | i ne
| NET> nxip 10.0.0.75

| NET>

DESCRIPTION

Expunge |P address from the NAT tables. System administrator might need to do thisif
some | P addresses on the local network have been changed.
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5.5 RIP

Routing Information Protocol Definitions. This file contains code to support RIP
commands from the main menu.

FILE

ripmenu.c
COMMAND
help rip - Routing Information Protocol menu
PARAMETER
rip

EXAMPLE

INET> ? rip

SNVP Station: rip conmands:
ripstatistics - display RIP statistics
riproute - display RIP route table
ripauth - display RIP authentication table
riprefuse - display RIP refuse list
ri pglobals - display RIP global Iist
ri paddroute - add a route to route table

| NET>

DESCRIPTION

Show the command set for RIP.

New routes can be added using theroute command or ripaddroute. If the new route
isfor RIP, it is recommended that “ripaddroute’ is used, because RIP entries keep more details
(metrics, etc) about aroute.
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COMMAND
ripstatistics - display RIP gatistics
PARAMETERS

None

EXAMPLE

I NET> ripstatistics

Showi ng statistics gathered for RI P protocol

Number of version errors= 0

Number of address family errors= 0

Number of packets dropped froma host on the refuse list= 0
Refused due to wong domain for interface= 0

Aut hentication failures= 0

Unknown aut hentication type= 0

Now some statistics about each of RIP versions.
Ver si on Nunber =0

Packets sent; request 0, response 0, reply O
Packets received; total 0, request 0, response O
Number of unknown command pkts received = 0

Ver si on Nunber =1

Packets sent; request 0, response 0, reply O
Packets received; total 0, request 0, response O
Number of unknown command pkts received = 0

Ver si on Nunber =2

Packets sent; request 0, response 0, reply O
Packets received; total 0, request 0, response O
Number of unknown command pkts received = 0

| NET>

DESCRIPTION

Displaysthe RIP gatidtics.
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COMMAND
riproute - display RIP route table
PARAMETERS

None

EXAMPLE

| NET> riproute

Desti nation..Gateway...... Metric..Mask........ Mai nTi mer. . SecTimer. . |f
ace

10.0.0.0 10.0.0.22 1 255.0.0.0 1 0 1

Nunber of routes =1

I NET> ri paddroute 192.9.200. 54, 255.0.0.0,10.0.0.1,0,1,180,0,0.0.0.0

| NET> riproute

Desti nation..Gateway...... Metric..Mask........ Mai nTi mer. . SecTimer. . |f
ace

10.0.0.0 10.0.0.22 1 255.0.0.0 1 0 1

192.9.200.54 10.0.0.1 1 255.0.0.0 29627 0 O

Nunber of routes = 2

| NET>

DESCRIPTION

Displays the RIP route table.
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COMMAND
ripauth - display RIP authentication table

PARAMETERS

None

EXAMPLE

| NET> ri pauth
Nunber of entries = 0

| NET>

DESCRIPTION

Displays the RIP authentication table.
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COMMAND
riprefuse - display RIPrefuselist
PARAMETERS

None

EXAMPLE

| NET> ri prefuse
Nunber of entries = 0

| NET>

DESCRIPTION

Displaysthe IP addressesin the RIP “refuse list”.
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COMMAND
ripglobals - display RIP globds lig
PARAMETERS

None

EXAMPLE

I NET> ri pgl obal s
Val ues of gl obal variables of RIP

ri p_default_fl ags =1
rip_default _ttl =180
ri p_def_bcast_interval =30

ri p_def_del etion_interval =120
rip_def_trigger_interval =5

ri p_numof _ifaces =1

ri p_bcast_timer =24796
rip_trigger_timer =1
rip_trigger_timer_interval =2

rip_all ow default_gateways =0
Interface..R P Version Fl ag(Recei ve, Send)
1 (3,3)

| NET> _

DESCRIPTION

Display the vaues of globd variables used by RIP.
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COMMAND

ripaddroute - add aroute to route table

PARAMETERS
dest - destination IP address
subnetmask - subnet mask
gw - gateway
iface - Interface number
metric - number of hops
ttl - time to live for this entry
flags - flags for this entry:
0 by default
1 (RIP_PRIVATE) to be used for permanent entries.
proxy - proxy IP address for RIP-2
EXAMPLE

| NET> ri paddroute

usage: ri paddrout e dest, subnet mask, gw, i face, metric,ttl,fl ags, proxy
Eg: ri paddroute

192. 9. 200. 54, 255. 255. 255.0,10.0.0.1,1,1,180,0,0.0.0.0

| NET> ri paddroute

192. 9. 200. 54, 255.0. 0.0, 10.0.0.1,0,1,180,0,0.0.0.0

| NET> riproute

Destination.. Gateway...... Metric..Mask........ Mai nTi mer. . SecTi ner .
.1 face

10.0.0.0 10.0.0.22 1 255.0.0.01 0 1

192.9.200.54 10.0.0.1 1 255.0.0.0 29627 0 O

Nunber of routes = 2

| NET>

DESCRIPTION

Add arouteto the RIP table. First, typeripaddroute without any arguments to get
information about the arguments. This command is tedious, o it dways helpsto do it thisway.
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5.6 TELNET

FILE

telmenu.c

COMMAND
help telnet - TELNET server menu

PARAMETER

telnet

EXAMPLE

I NET> ? tel net
t show show the options values for all sessions
tstats show the statistics of all TELNET sessions
| ogout | ogout of the TELNET session
exit | ogout of the TELNET session
| NET> _

DESCRIPTION

Show the commands for TELNET Server.
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COMMAND

tshow - show the options vauesfor dl sessons

PARAMETERS

None

EXAMPLE

For
For

For
For

For
For

For
For

For
For

For
For

| NET> t show
Showi ng OPTI ON val ues for each telnet session...

Session 1 :
[0]: configurable=1
Session: val ue=0, req sent=0, nego=0
Renot e Session: val ue=0, req sent=0, nego=0
[1]: configurable=1
Session:val ue=1, req sent=0, nego=1
Renot e Session:val ue=1, req sent=0, nego=1
[3]: configurable=1
Session:val ue=1, req sent=0, nego=1
Renot e Sessi on:val ue=0, req sent=0, nego=1
[5]: configurable=1

Socket is 1870265322......

For Sessi on: val ue=0, req sent=0, nego=1
For Renpte Session:val ue=0, req sent=0, nego=1
Session 2 : Socket is 1870263406.... ..

[0]: configurable=1
Session: val ue=0, req sent=0, nego=0
Renot e Session: val ue=0, req sent=0, nego=0
[1]: configurable=1
Session:val ue=1, req sent=0, nego=1
Renot e Session:val ue=1, req sent=0, nego=1
[3]: configurable=1
Session:val ue=1, req sent=0, nego=1
Renot e Session:val ue=0, req sent=0, nego=1
[5]: configurable=1

For Sessi on: val ue=0, req sent=0, nego=1

For Renpte Session:val ue=0, req sent=0, nego=1
| NET> _
DESCRIPTION

Each TELNET connection negotiates various options to be used. This command shows
the values for options used by each TELNET connection.
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COMMAND
tstats - show the statistics of dl TELNET sessons

PARAMETERS

None

EXAMPLE

I NET> tstats
Total connections opened = 2
Total connections closed 0

Tel net Session 1: Showi ng statistics for socket 1870265322.
Bytes rcvd=103, Cnds rcvd = 12

Tel net Session 2: Showi ng statistics for socket 1870263406.
Bytes rcvd=47, Cmds rcvd = 3

Number of ongoi ng tel net sessions = 2.

| NET> _

DESCRIPTION

Show the statistics for all TELNET sessons.
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COMMAND
logout - logout of the TELNET session

PARAMETERS

None

EXAMPLE

| ogout
| NET> _

DESCRIPTION

Logout of the TELNET session.
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COMMAND
exit - logout of the TELNET session

PARAMETERS

None

EXAMPLE

exit
| NET> _

DESCRIPTION

Logout of the TELNET session.
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6. TARGET SPECIFIC COMMANDS

6.1 Netl86
cmain() subgtitute for main(), for AMD Net186 IP router demo.
FILE
cmain.c
COMMAND

help net186 - displaysalist of Net186 commands

PARAMETER
net186
EXAMPLE
| NET> ? net 186
SNWMP St ation: net186 conmands:
uart - display data uart stats
usetting - display uart control struct
uinit - (re)initialize UART
baud - get/set nmodem UART's baud rate
telnum - show set tel ephone dial info
user - show/ set dial-in user name
pass - show set dial-in password
heaps - heap (nmenory) usage statistics
| NET> _
DESCRIPTION

Displaysalist of Net186 diagnostic and (re)configuration commands.
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COMMAND
uart - display UART datigtics
PARAMETERS

None

EXAMPLE

| NET> uart

bytes In: 0, Qut: O

unit: 0, interrupts: 0, int_tx: O
t xbl ock: 0, breaks:0

baud: 0

Input PutPtr: 0, InputGetPtr: O
Qutput PutPtr: 0, QutputGetPtr: O
Error mask: 00

Regs; Control: OxEl, Status: 0x44
Errs: rx overflow O, parity: 0, frane: O
| NET> _

DESCRIPTION

This command isinduded in the menu ligt if AMD_NET186 wasdefined in ipport.h_h.
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COMMAND
usetting - display UART control structure
PARAMETERS

None

EXAMPLE

| NET> usetting

Ctl Addr: FF10

St at Addr: FF12
TxAddr: FF14
RxAddr: FF16
BaudAddr: FF18

| MaskAddr: FF42
EQ Addr: FF22

I nt Type: 11

I nt senabl ed: 10

I nt sDi sabl ed: 18
Di sabl edCt | Mask: 41
Nol nt Ct | Mask: 61
RxCt| Mask: E1
TxCt | Mask: 0100
RxSt at Mask: 80
TxSt at Mask: 40

Br eakSt at Mask: 0400
Err St at Mask: 0438
BaudMConst: 10
BaudSConst: 00

Pl CEnabl e: E73F
RxPI OBits: 1080

| NET> _

DESCRIPTION

usetting digplays the contents of a structure that is used to access the board' s network
UART device.

This commeand isinduded in the menu list if AMD_NET186 wasdefinedinipport.h_h.

DIAGNOSTIC SUITE TECHNICAL REFERENCE 114
INTERNICHE TECHNOLOGIES INC. CONFIDENTIAL



COMMAND
uinit - (re)initidize UART
PARAMETERS

None

EXAMPLE

| NET> uinit

UART enabl ed, int 0x11, base OxFF10
reset UART

| NET>

DESCRIPTION
uinit initializes the board' s network UART device.

This command isinduded in the menu ligt if AMD_NET186 wasdefined in ipport.h_h.
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COMMAND

baud - get/sst modem UART's baud rate

PARAMETERS

baud rater

EXAMPLE

| NET> baud

nodem UART baud is 19200, enter new speed to change it.
| NET> baud 56000

UART enabl ed, int Ox11l, base OxFF10

set UART baud to 56000

| NET> baud

nodem UART baud is 56000, enter new speed to change it.
| NET>

DESCRIPTION

When this command is invoked without a parameter, it displays the current baud rate. If

aparameter is specified, the baud rate is set equd to the parameter.
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COMMAND

tenum - show/set telephone did info

PARAMETERS

phone number

EXAMPLE

| NET> tel num

current nunmber is 4900610
| NET> tel 5551212
di al out set to 5551212
I NET> te
current nunber is 5551212
| NET>

DESCRIPTION

When this command isinvoked without a parameter, it displays the current dia out
phone number. If a parameter is specified, the dia out phone number is set equd to the

parameter.
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COMMAND
user - show/set did-in user name
PARAMETERS

user name

EXAMPLE

| NET> user

current dial-in user name is ch/iniche.com
| NET> user surely

dial-in user nane set to surely

| NET> user

current dial-in user nane is surely

| NET> _

DESCRIPTION

When no parameter is specified, the current ISP didin/login user nameis displayed.

When a parameter is specified, the user nameis set to the specified parameter.
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COMMAND
pass - show/set did-in passwvord
PARAMETERS

password

EXAMPLE

| NET> pass

current dialin password is 07336
| NET> pass sesane

dial-in password set to sesane

| NET> pass

current dialin password is sesane
| NET> _

DESCRIPTION

When no parameter is specified, the current 1SP didin/login password is displayed.
When a parameter is specified, the password is set to the specified parameter.
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COMMAND
heaps - hegp (memory) usage Satistics
PARAMETERS

None

EXAMPLE

| NET> heaps

free list:

0: at 6000:014C, 0x16 bytes
1: at 6000: EOE4, Ox1FOC bytes
2: at 6FFF: 0000, Ox500A bytes
mh_startfree: 86010
mh_totfree: 28492

mh_m nfree: 28326

mh_al | ocs: 307
mh_fails: 0
mh_frees: 96
| NET> _
DESCRIPTION

heaps digplays information about the memory dlocation system that is peculiar to the

Net186 board.
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dir, 50, 85
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files, 50; server, 85; working,
84

display: ARP statistics, 36;
buffer statistics, 27; current
station setup, 10; DHCP
server commands, 59; FTP
client commands, 73; FTP
client state, 86; ICMP layer
statistics, 38; IP layer
statistics, 37; link layer
statistics, 33; mbuf statistics,
41; mbufsin use, 42; NAT
connection table, 95; NAT
proxy list, 98; NAT
statistics, 94; net interface
statistics, 54; ping statistics,
93; RIP authentication table,
103; RIP global variables,
105; RIPrefuse list, 104; RIP
route table, 102; RIP
statistics, 101; SMTP
commands, 64; SNMP MIB
counters, 58; socket list, 44;
TCP statistics, 43; TELNET
statistics, 109; UART control

dtrap, 31

dump, 32; packet buffer queues,
28

DUMP, 30

E
echo: client, 19; server, 20
email: addresses, 65; attachment,
70; disk file, 70; recipients,
67, server, 68; TCP port, 66;
test, 69; verbose mode, 72
Email Alerter, 71; menu, 64
endping, 92
entry details, 62
ethernet: bugs, 32; packets, 91
exit, 111

F

fclose, 77

FD_SETSIZE, 19

file: email, 70; GET, 82; list, 85;
PUT, 83

fpasv, 79

free: queues, 28

fstate, 86

ftp, 80

FTP: client, 73, 74, 75, 81, 86;
client state, 86; close
command connection, 77;
close connection, 77; open
connection, 80; passive mode,
79; server, 79; verbose mode,
78

FTP client: menu, 73

ftpmenu.c, 73

fverb, 78

G
generd, 9
get, 82
global variables: RIP, 105
H
hangup, 48
hash, 81
hash mark printing, 81
heaps, 120
help, 9; DHCP Server, 59;
diagnostic, 26; Email Alerter,
64; FTP client, 73; menu, 7;

ping, 8 structure, 114; UART data NAT, 93; net186, 112; ping,

connection table: NAT, 95 statistics, 113; UDP layer 87; RIP, 100; SMTP, 64
D statistics, 39; version TELNET, 107

database: DHCP, 62 information, 12 hexdump, 32
dbytes, 29 DNS: client, 40 host, 8, 90; ping, 88
debug, 30, 35 DNS statistics, 40 hstat, 51
debugger, 31 DNS_CLIENT, 40 HTTP, 51
debugging, 29; hook, 31; IP dns_stats, 40 [

Stack, 30; upcaII, 35 DOHAGW, 29 ICMP, 38
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icmpstat, 38

iface, 33,54

IN_MENUS, 7

INCLUDE_NVPARAMS, 25

INCLUDE_SNMP, 24, 58

INCLUDE_TCP, 41, 42, 43, 44,
45, 46, 47

INFOMSG, 30

int 3 opcode, 31

inter-frame delay, 89

IP, 37; add route, 57; address,
62; display routes, 56;
expunge address, 99; host
address, 90

IP address: expunge, 99; SMTP
server, 68

IP router: Net186, 112

IP_ROUTING, 56, 57

ipport.h_h, 7, 26

ipstat, 37

IPTRACE, 30

ISR context, 30

L
len, 28
length: ping, 88; ping packet, 91
link driver, 33
linkstats, 33
list: recipient, 69
little: packet buffer, 28
log PPP events: to console, 53;
to file, 52
logout, 110
Is, 85

M

MAC drivers, 91

mail server, 68

main(), 112

mbuf, 41

mbufs, 42

mdel, 65

MEM_BLOCKS, 55

memory, 55; dump, 29; leaks,
55; segmented, 29; usage
statistics, 120

mfile, 70

MIB counters, 58

MIB statistics, 38; TCP, 43;
UDP, 39

MIB-2, 33; (RFC1213), 58;
RFC1213, 54

min, 28

misclib, 93

mlist, 41, 42

modem, 49; hangup, 48; reset, 48

module name, 9

mport, 66

mrcpt, 65, 67

mserver, 68

mstat, 71
mtest, 69
mverbose, 72

N

naliases, 97

name: user, 118

NAT: diaslist, 97; connection
detail, 96; connection table,
95; expunge | P address, 99;
generd statistics, 94; proxy
list, 98; tables, 99

NAT Router: menu, 93

NAT_ALIASLIST, 97

NAT_PROXYLIST, 98

natconns, 95

natdb.nv, 97, 98

natentry, 96

natmenu.c, 93

NATRouter, 9

natstats, 94

net interface statistics, 54

NET_STATS, 26, 36, 37, 38, 39,
40, 41, 42, 43, 44, 45, 46, 47,
49, 54, 86

Net186, 112; commands, 112

NET186, 114, 115

NETERR, 30

NETRACE, 30

next.hop, 57

non-volatile parameters, 25

npalloc(), 34

nproxies, 98

nrmenus.c, 26

nvset, 25

nxip, 99

0]
oDl, 33
open: FTP connection, 80
options values: TELNET, 108
OS shell command, 13

P

packet: buffer, 28; buffer queue,
28; driver, 33; error, 30; trace,
30

packet length: ping, 91

packets: ethernet, 91; incoming,
35; incoming hexdump, 32

parameters, non-volatile, 25

pass, 119

passive mode: FTP, 79

password, 119

pcons, 53

pfile, 52

phone number, 117

ping, 8, 88, 90; default host, 88;
delay, 88; host, 88; length,
88; menu, 87; multi-packet,

89; number of times, 88;
packet length, 91; set wait, 89

port number, 66

PPP: log events; to console, 53;
to file, 52; protocol shut
down, 48

ppp.log, 52

print: hash mark, 81; working
directory, 84

PROTERR, 30

protocol: PPP shut down, 48;
RIP definitions, 100

proxy list: NAT, 98

pstats, 93

put, 83

pwd, 84

Q
queues, 28; packet buffer, 28
quit, 11
R

rcvdg, 28; len, 28; max, 28

receive queue, 28

recipient list, 69

refuselist: RIP, 104

reset: modem, 48

RFC1213, 54, 58

RIP: add route, 106;
authentication table, 103;
commands, 100; global
variables, 105; protocol
definitions, 100; refuse list,
104; route table, 102;
statistics, 101

RIP_PRIVATE, 106

RIP-2, 106

ripaddroute, 100, 106

ripauth, 103

ripglobals, 105

ripmenu.c, 100

riprefuse, 104

riproute, 102

ripstatistics, 101

RISC, 29

route, 100; RIP add, 106

route table: RIP, 102

routes, 56

Routing Information Protocol
Definitions, 100

rtadd, 57

S
segmented memory, 29
select(), 19
server: mail, 68
server directory, 85
shell command, 13
SMTP: alert recipients, 67;
delete recipient, 65; dump
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info, 71; send alert, 69; server
IP address, 68; TCP port for
derts, 66; verbose mode, 72

SMTP server: |P address, 69

smtpport.c, 64

snmp, 58

SNMP, 32, 38; (version 1) trap,
24; protocol layer, 58

sockets, 44

state, 10

station setup, 10

statistics: ARP, 36; DHCP

tcp, 43

TCP: BSD receive, 47; close
echo client, 22; close echo
server, 21; echo, 19; echo
statistics, 23; MIB statistics,
43; packets; received, 47;
sent, 46; start echo server, 20

TCP port for SMTP aerts, 66

TCP_ECHOTEST, 19, 20, 21,
22,23

TCP_IDLE _TIMEOUT, 19

tcpport.h, 19

U
uart, 113
UART, 49; baud rate, 116;
control structure, 114; data
statistics, 113; initialize, 115
udp, 39
UDP: close echo client, 16; close
echo server, 17; echo, 14;
statistics, 18; MIB statistics,
39; start echo server, 15
UDP_IDLE_TIMEOUT, 14
UDPSTEST, 14, 15, 16, 17, 18

server, 60; diagnostic, 26; techalt, 22 uechalt, 16
DNS, 40; Email Alerter, 71; telmenu.c, 107 uesend, 14
free q buffers, 27; heap usage, TELNET: logout, 110, 111; ueshalt, 17
120; HTTP, 51; ICMP layer, options values, 108; server uesinit, 15
38; IP layer, 37; link layer, menu, 107; show options, uestats, 18
33; mbuf, 41; memory usage, 108; statistics, 109 uinit, 115
120; MIB, 38; MIB TCP, 43; telnum, 117 upcall, 35
MIB UDP, 39; Nat tesend, 19 UPCTRACE, 30, 35
connection table, 95; NAT teshalt, 21 USE_MODEM, 48, 49
Router, 94; net interface, 54; tesinit, 20 USE_PPP, 52, 53
ping, 93; RIP, 101; TCPBSD test: email dert, 69; trap, 24 user, 118
connection, 45; TCP BSD testats, 23 usetting, 114
receive, 47; TCP BSD send, tick, 89 \V;
46; TCP Echo connections, TMO, 30 variables: RIP globals, 105; RIP
23; TCP protocoal, 43; toggle: FTP verbose mode, 78; globals, 105
TELNET, 109; UART data, hash mark printing, 81, verbose mode, 72: FTP, 78;
113; UDP echo, 18; UDP SMTP verbose mode, 72 SMTP, 72
layer, 39 TPTRACE, 30 version, 12
Statistics, 36 trace: information, 53; packet, VESfiles, 50
T 30; received packets, 35 W
target.ip, 57 transfer mode: ASCI|, 74 wait. 89
target msk, 57 binary, 75 WEBPORT, 50, 51
EE?&:‘”A ;15 :;:F;.\IVZ’"-]- 08 working directory, 84; print, 84
thsend, 46 tstats, 109
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