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1. OVERVIEW

This Technica reference is provided with the InterNiche Portable Dynamic Host
Configuration Protocol (DHCP) server. The purpose of this Document isto provide enough
information so that a moderately experienced “C” programmer with a reasonable understanding
of TCP/IP protocols can port the InterNiche Server to a new environment.

It is assumed that the one of the InterNiche DHCP server “Demo” sources are available
as areference. Demos are currently available for MS-DOS systems, running on top of
InterNichée' s lightweight UDP AP1; or on Windows 95, where the demo DHCP server runs as
aWindows application and uses the native Windows WinSock TCP/IP. The Demo executable
requires a PC running MS-DOS 3.0 or newer and access to Ethernet viaan ODI driver or an
FTP Software type "Packet Driver". On request demos can be provided which implement
token ring or PPP over adidup link.

1.1 Termsand Conventions

In this document, the term “ stack”, when used without other qudification, meansthe
InterNiche TCP/IP and related code as ported to an embedded system. “ System” refersto
your embedded system. “ Sockets’ refers to the TCP APl developed for UNIX at U.C.
Berkeley. A “user” or “porting engineer” usudly refersto the engineer who is porting the server
software. An “end user” refers to the person who ultimately ends up using the “user’s’ product.
“FCS’ isan acronym for “Firg Customer Ship”, the point in the software development cycle
when the product is declared ready to ship. A “packet” is a sequence of bytes sent on network
hardware, dso known asa“frame” or a“datagran’.

Names of files, C structures and C routines are displayed asfollows: c_routine().

Samples of source code from C programs are displayed in these boxes:

* C source file - the world’s 1 millionth hello program. */
main()

printf(“hello world.\n");
}

1.1.1 A Note About DOS

We gpologize in advance to those engineers who resent our digtribution and
documentation seeming PC-DOS or Intel x86 oriented. The DHCP server has been ported to
numerous CPUs and operating systems and has no internd DOS or Intel dependencies.

The DOS orientation is not because out engineers are enamored of DOS or the x86's
technica elegance (they are not), but Smply a matter of market redities. There are more
embedded systems being developed on and for Intel x86 chips than any other, and more
development environments based on DOS and Windows than any other platform. Every client
we ve had has had a least one PC to unzip the files, read the documentation, and build the
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demo package. And PC based C Compilers and source level debuggers are affordable and
varied. An additiona argument for using DOS to develop an embedded systems product isits
lack of advanced features. We ve yet to encounter an RTOS vendor who asserts their product
has weaker multitasking or memory management features than DOS. By demondirating our
products turning in excdlent performance on plain vanillaDOS, we show that the stack has only
minima reguirements from its host system.

1.2 What Does DHCP Do?

DHCP gtands for Dynamic Host Configuration Protocal. It is designed to ease
configuration management of large networks by alowing the network administrator to collect all
the IP hosts “soft” configuration information into asingle computer. Thisincudes |P address,
name, gateway, and default servers. There are about 50 if these information items which can be
assigned with DHCP, and DHCP is desgned so that “custom” configuration items can be
added easlly.

DHCPisa"dient/server” protocol, meaning that machine with the DHCP database
“serves’ requests from DHCP clients. The dientstypicdly initiate the transaction by requesting
an |P address and perhaps other information from the server. The server looks up the client in
its database, usualy by the client’s media address, and assigns the requested fields. Clients do
not always need to be in the server’ s database. If an unknown client submits arequest, the
server may optionally assign the client afree |P address from a“pool” of free addresses kept
for this purpose. The server may aso assign the client default information of the local network,
such asthe default gateway, the DNS server, and routing information

When the IP addresses isassigned, it is*leased” to the client for afinite amount of time.
The DHCP client needs to keep track of this lease time, and obtain a lease extenson from the
sarver before the lease time runs out. Once the lease has elgpsed, the client should not send any
more | P packets (except DHCP requests) until he get another address. This approach alows
computers (such as lgptops or factory floor monitors) which will not be permanently attached to
the network to share IP addresses and not hog them when they are not using the net.

1.3 And aBit About BOOTP

In both this manua and other DHCP literature, you will find numerous cross references
to BOOTP. BOOTP is/was the protocol which preceded DHCP in the TCP/IPworld, and in
fact DHCP isjust s superset of BOOTP. The main differences between the two are the lease
concept, which was created for DHCP, and the ability to assigned addresses from a pool. The
InterNiche DHCP client (sold as part of our TCP/IP stack) can work with old fashioned
BOOTP servers, and the InterNiche DHCP server can serve [P addresses to old BOOTP
clients.
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1.4 What IsaPort?

While processng DHCP
requests, the server will consult alocd
User Commands database. This database is generdly
set up by an end user and contains the

_ ¥ |P address pools, default information
Tgﬂs for clients, and perhaps specid
«—» DHCP S iqurati ific di -
Task erver DHCP Database configurations for speCIflp cllentsf ThIS
Control 7y database may be sored in atraditiona
disk file or in flash. On some
Network (UDP) API embedded systemsit is even practical
to ship the server with afactory

configured database, such as systems containing InterNiche' s NAT Router code.

In the world of portable stacks, the stack designer does not know what tasking system,
user gpplications, or interfaces will be supported in the target system. So a“ portable” stack is
onethat is designed with smple, generic interfaces in these areas, and a“glue” layer is created
which maps this generic interface into the specific interfaces available on the target system.
Again usng the example of sending a packet, the stack would be designed with ageneric
send_packet() cdl, and the porting engineer would code a“glue” routine to send the packet
on the target system’ s network interface.

Making a gtack portable involves minimizing the number of calswhich haveto go
across glue routines, and keeping the glue routines smple and therefore easy to implement. The
glue routines aso need to be well documented. The interfaces to the InterNiche DHCP have
evolved through years of porting to avariety of processors, network media, and tasking
systems. Wherever possible we have used standard interfaces (e.g. Sockets, ANSI C library)
or included glue routinesto illudtrate their use.

The bulk of the work in porting a stack is understanding and implementing these glue
routines. The InterNiche DHCP server has two kinds of glue routines: database access and
network access.

The cdlsto set and extract database items are “ abstracted out”, which meansthey are
generic calswhich will need to be provided as part of the port. Files are provided which use
gandard file 10 cdls (fopen, fread, ec) to implement afully functiond database, so if your
target system has a disk-like device you will most likely be able to use this code asiis. If your
database will be kept in flash memory (and it does not have afile-sysem like AP), you will
need to develop you own data structures and the code to access them.

The other set of glue routines needed for a port is the network access. If you are using
the DHCP server with the InterNiche IP stack, you arein luck: afileis provided which
implement the required routines on the lightweight API. We dso provide aSockets based glue
layer for DHCP server. Most of our customers can use one of these two layers. The rest will
need to provide some smple routines to alow the server accessto their UDP protocol.

PORTABLE DHCP SERVER TECHNICAL REFERENCE
InterNiche Technologies Inc. Confidential 7



1.5 Requirements

Before beginning a port, the programmer should ensure that the necessary resources are
avalablein the target environment. Here is a brief summary of services InterNiche DHCP
server needs from the system:

» Accessto aUDP layer, with “listen” capabilities (e.g. Sockets)

* A timer which ticks at least once a second.

* A nontvolatile read/write method for storing database items (e.g. disk or flash memory)
» Memory as described below.

1.5.1 Memory Requirements

There is no easy way to determine the exact memory sizes required, however arough
idea can be obtained by examining the DOS DEMO executables. Some figures are given
below. This program is compiled for the Intel 8088 processor with Microsoft C 8.0, using
default optimization options. It implements the DHCP server, NAT routing IP, TCP, and aWeb
Server on asngle ODI Ethernet driver. For this configuration, DHCP server memory Szesare
asfollows (these figures are subject to change without notice, but are current as of 1/21/98).

BYTES | DESCRIPTION
8489 | DHCP*“core’ server code
3487 | DHCPfile 10 code (dhcpsnv.c)
332 | Menu front end routines (w/o generic menu drivers)
693 | dhcpport.c file (UDP IO glue layer)
13001 | Total size DHCP Server code added to I P Stack

These szes may aso improve dightly when compiled for an Intel 186 or 386 chip. They
generally worsen when ported to a RISC processor. Since TCP usesthe largest portion of
memory, systems needing only IP and UDP services (e.g. adedicated DHCP server) can
remove the TCP layer and save consderable memory.

1.5.2 Operating System Requirements

The DHCP server dso requires afew basic services from the operating system. These
arelisted here:

clock tick - The DHCP sarver needsto be called once a second to free resources for
addresses which have timed out.

memory access - The standard calloc() and free() library cdls are ided, however DHCP
server can aso be mapped to a*“ partition” based system with very little
effort.
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1.6 Demo Package DirectoriesList

The InterNiche sources are typicdly distributed as a DOS zip file, dhcpsrc.zip. This
file should be unzipped with pkunzip (or compatible utility) in such away asto preserve the
underlying directory sructure. It includes the required libraries, makefiles, and include filesto
implement afull festured DHCP server on a DOS PC which has an Ethernet adapter. Build
tools can be either Microsoft C for DOS version 8, or Borland C for DOS version 4.5.

On DOS, the command to unpack the code is:

c:> pkunzip -d dhcpsrc.zip

TAR and gzip versons are dso available.

Assuming you' ve unpacked in a directory named \demo, the file unzip should create the
following directories within the \demo directory:

dosmain - main() routine, console and menu handling, and other files specific to the demo

gpplication.

dhcpsrv - The DHCP server sources and include files listed below.

inet - 1P, UDP, and related sources (excluding TCP). Includes startup, interface, and
buffer management code.

misclib - demo menu system, utility routines, and somefile IO.

Other sub-directories may be present depending on your target system, however these
contain no code required for the DHCP server per-se.

Please refer to toolnote.doc for information about building the sources.
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2. STEPBY STEP PORTING GUIDE

The section describes the steps needed to port the InterNiche DHCP server to anew
environment. The discussions below generdly assume that the stack is being ported to asmadl or
embedded system with a Sockets AP interface and that aminima ANSI C library isavailable.

The recommended steps to getting the server working on your target system are as
follows

1. Copy the portable source files into your development environment.
2. Createyour verson of dhcpport.h and compile portable sources.
3. Codeyour glue layers (dhcpport.c) and compile.

4. Build asystem, test, and debug.

2.1 Port Dependent Files

Before beginning step one, you should be aware of which filesin the InterNiche
digtribution are the “ portable” files and which are not. The portable files are those which should
be compiled and used on any target system without modification. The unportable, or “port
dependent” files, are those which will need to be replaced or heavily modified for different target
sysems. Thefollowing isalist of DHCP server source files which should NOT need to be
modified in the course of anorma port. If you fed you need to modify one of thesefilesin the
course of aroutine port, please discussit with InterNiche' s technica support saff first, so we
can ether suggest an dternative, or modify our sources to reflect the change.

2.2 SourceFilesList

The portable DHCP server source files. Do Not modify.

dhcpsrv.c - thekernd of the DHCP server
dhcpsrv.h
dhcp.h

The database 10 files: may need modification on some ports:
dhcpsnv.c - file sysem database 10

The network (Sockets) glue files
dhcpport.c - sockets and other system dependent cals

InterNiche menu system routines - can be used asis with InterNiche menuing system,
else may be replaced or omitted:

dhcpmenu.c - routinesto dump dtatistics and status
The per port files- Usuadly need to be re-written for target system:

dhcpport.h - memory dlocation, timeticks, etc.
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2.3 The Master DHCP Port File: dhcpport.h

Before you compile these files you should cregte aversion of thefiledhcpport.h. This
file contains most of the port dependent definitions in the stack. CPU architectures (big vs. little

endian), compiler idiosyncrasies, and optiond features (such as multiple interfaces or a 10-net

only configuration) are controlled in thisfile. A angle migtake in thisfile (such as getting big and
little endian confused) will guarantee that your port won't work properly. Taking afew hours up
front to implement the file line by line istime wdl spent. This section outlines the basic contents

of dhcpport.h.

2.3.1 Standard Macros and Definitions

The InterNiche DHCP expects TRUE, FALSE, and NULL to be defined within the
scope of dhcpport.h. The best way to do thisis usudly to include the standard C library file

stdio.h ingdedhcpport.h. If stdio.h isimpractica to use or missing, the examples below will

work for dmost every C environment:

#ifndef TRUE

#define TRUE -1
#define FALSE 0
#endif

#ifndef NULL

#define NULL (void*)0;
#endif

2.3.2 Memory Allocation

The DHCP server code dlocates and frees memory blocks dynamicaly asit runs. It

uses the macros listed below to do this. If your target system supports standard C calloc() and

free(), the macros map directly as follows:

/* map malloc and free to system calls */
#define DHCP_ALLOC(size) calloc(1, size) /* DHCP header alloc/free */
#define DHCP_FREE(ptr) free(ptr)

#define DHPOOL_FREE(ptr) free(ptr)

#define DHENT_ALLOC(size) calloc(l, size) /* DHCP entry list
alloc/free */

#define DHENT_FREE(ptr) free(ptr)

#define DHPOOL_ALLOC(size) calloc(l, size) /* DHCP free pool list alloc/free */

Many RTOS systems do not use caloc due to performance issues. Generdly, they use

asystern which supports alocations of fixed sze “partitions” (blocks) instead. The macros
above are designed to support this - each of the_ALLOC macros only dlocatesasngle Sze.

Thus the macros can be mapped to acall to dlocate the next largest partition Size.

2.3.3 CPU Architecture

Four common macros are used from Berkeley UNIX for doing byte order conversions
between different CPU architecture types. These are htons(), htonl(), ntohs(), and ntohl().
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They may be either macros or functions. They accept 16 and 32 bit quantities as shown, and
convert them from network format ("big-endian’) to theloca CPU's format.

Most I P stacks aready have these byte ordering macros defined. If thisis the case you
should try to find the exiting include file which defines them and use it rather than duplicate
them. The information below isfor the rare Situations where these macros are not dready
avaladle.

For Motorola 68000 family and most RISC chips, these can judt return the variable
passed, asin thisexample:

#define htonl(long_var)  (long_var)
#define htons(short_var) (short_var)
#define ntohl(long_var)  (long_var)
#define ntohs(short_var) (short_var)

The Intel 8086 and its descendants require the byte order in the word or long to be
swapped. Thelswap() and bswap() primitives provided with the InterNiche DEMO package
can be used asillustrated here:

#define htonl(long_var) Iswap(long_var)
#define htons(short_var) bswap(short_var)
#define ntohl(long_var)  Iswap(long_var)
#define ntohs(short_var) bswap(short_var)

2.3.4 Debugging Aids

dtrap() isamacro called by the DHCP code whenever it detects a Situation which
should not be occurring. The intention is for the dtrap() routine or macro to try to trap to
whatever debugger may be in use by the programmer. Think of it as an embedded bresk point.
For most Intel x86 processor debuggers, this can be done with an int 3 opcode. The macro
below is effective if your Intd C compiler accepts inline assembly:

#define dtrap(); _asm{int3}

Y ou may need to play with the exact syntax to get it to compile. The stack code will
generdly continue executing after adtrap(), but the dtrap()s usudly indicate that something is
wrong with the port. NO PRODUCT BASED ON THIS CODE SHOULD BE SHIPPED
UNTIL THE CAUSESOF ALL CALLSTO dtrap() HAVE BEEN ELIMINATED!
When it comes time to ship code, the dtrap()s can be redefined to anull function to dightly
reduce code size.

The next few primitives have the same function and syntax as printf(). They have
Separate names 0 that they can have their output redirected or be completely disabled
independently of each other. Thefirst, dprintf(), isused throughout the stack code to print
warning messages when something seems to be wrong. This should be mapped to a debugging
console or log during development, and generaly ifdefed away for FCS. Thens_printf() cal
isfor printing gatistica information from the DHCP “menus’ functions. These will certainly be
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useful during product devel opment, and depending on the nature of the product may be needed
inthe end user’ srelease.

In most ports, these can both be mapped to printf() as shown while the product is
under development. Note: This example works on Microsoft C, but some compilers will
complain about this syntax sinceit ignores the fact that these names have parameters. Y ou may
have to experiment.

#define ns_printf printf  /* same parms as printf, but works at init time */
#define dprintf printf  /* same parms as printf, but works during run time */

For some products, it may make sense to define these away before FCS.

#define ns_printf(...) * define to nothing */
#define dprintf (...) /*define to nothing */

The lagt debugging toal in dhcpport.h isthe#define NPDEBUG. Defining thiswill
cause the debug code to be compiled into the build. This code does things like check for valid
parameters and sensible configurations during runtime. It frequently invokes dtrap() or
dprintf() to inform the programmer of detected problems. Y ou will want to make sureit is
defined during development. Unless PROM spaceistight, itisOK to leave it defined for FCS -
there will be no naticeable performance hit from this code.

#define NPDEBUG 1 /* enable debug checks */

2.3.5 Featuresand Options

The DHCP server can optionally read a standard UNIX-like bootptab file and useit
to initidize entries in the DHCP address pool. Thisis provided for backward compatibility with
BOOTP. This festure requires access to a conventiond file sysem viathe sandard C calls
fopen(), fgets() and fclose(). If you are designing a DHCP server for use with older UNIX
or Windows 3.1 workstations, you should try to include this festure. To do this, dhcpport.h
should contain this definition:

#define BOOTPTAB 1 /* will try to read a BSD bootptab file */

DHCP service requires one or more devices for sending and receiving network
packets. These are usudly hardware devices such as Ethernet or PPP ports. Most DHCP
servers on embedded systems support only one device, (most commonly Ethernet), however
devices like routers may need two or more. The InterNiche stack supports multiple logical
devices, and has been used with up to eight. The structures to manage these devices are
daticdly alocated a compile time, so the maximum number of devices the system will use a
runtime must be set with a#define. If you are usng the InterNiche IP stack, the defineis
dready setinipport.h, seyou mus defineit in dhcpport.h.

/* define the maximum number of hardware interfaces */
#define MAXNETS 2 /* max entries of nets[] array */

Findly, there are afew data field upper limits you will need to set:
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#define CLIDSIZE

6 [* client ID size, usually ethernet address */

#define DHCPNAMESIZE 32 /* maximum name length */
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2.4 dhcpport.c- The“glue’ Layer

Once you've developed your dhcpport.h file as described in the previous section, the
next step is to code the glue layers. These are the routines which map the generic service
requests DHCP makes to specific services your target system provides. Y ou may have dready
handled mogt of them through #define mappingin dhcpport.h. The rest need to be
implemented as minimal layer of C code. In the demo packages most these are collected in the
filedhcpport.c. You can name these files anything you like or implement these routinesin
multiple source files. This document presumesthey are dl in dhcpport.c.

2.4.1 UDP Hooks

Usudly the most complex part of the glue layersis the network interface. DHCP need
to send and receive packets viathe UDP protocol. If you are usng InterNiche' s lightweight APl
or astandard “ Sockets’ interface, sample dhcpport.c files are provided which do most of the
work for you. Otherwise, you will need to implement the routines described in the section
garting on page 15. These are summarized below:

[* dhcp server initialization: */

int dhcp_init(void);

[* dhcp server's per-port utility for sending datagrams */
int dh_udp_send(int iface, void * outbuf, int outlen);

[* get the IP address associate with an iface number. This is
returned in net endian... */
ip_addr dh_get _ip(int iface);

Experienced network programmers will redize the above routines do not provide a
mechanism for DHCP to receive packets, only to initidize and send. Receiving is accomplished
viaacalback - aroutine inade DHCP which is called from user code when a packet is
received for the DHCP server. The form of the callback is

[* portable dhcp server received packet handler */
int dhcp_receive(int iface, struct bootp * bp, unsigned len);

This callback is described with the other UDP hooks since the sense of theiface
parameter isthe same.

2.4.2 Timersand Multitasking

A DHCP sarver only needs to get CPU time upon two events, each of whichis handled
by acdlback routine. The events are an arriving DHCP packet, and the once- per-second timer.
The arriving DHCP packets are processed in dhcp_receive() whichisdescribed briefly
above and detailed on page 31. The once-per-second timer isimplemented by cdling
dhcp_timeisup() (details on page 32) once a second - the code to initidize thistimer may be
part of dhcpport.c.
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The other aspect of multitasking isto protect sengitive structures from being corrupted
by code re-entry. Thisis accomplished by two macros which protect critica sections of code:

#define ENTER_DHCP_SECTION(); {_asm{pushf}; _asm{cli}}
#define EXIT_DHCP_SECTION(); _asm{ popf };

The examples given are for the DOS port, where smple disabling interrupts for a brief
period is sufficient. On atrue red-time system, these should be mapped to amutex.

Finaly, afew bits of satic dataisrequired in dhcpport.c. Thefirst set of these are the
path/names where the database files are to be found. These can be hardcoded for some
products or made user settable. The name drings are:

dhcpdef
dhcpdbase
dhcpsfile

An example sgtup is shown here:

/* names of DHCP database and configuration files */
char * dhcpdef = "dhcpsrv.nv"; /* Default DHCP values list */
char * dhcpdbase = "dhcpdb.nv"; /* client info (current leases) database */

/* DHCP dynamic database (disk file) for PC DOS demo port. This
should not be a relative path since the FTP server may CD us around. */
char * dhcpsfile = "\\etc\\dhcprecs.nv";

Notethat dl are char* and thus can be left NULL a compile time and assgned later.

Lastly, some static Structures are expected which contain an initid free address pool and
default 1P information. The hardcoded values show below can be used in a configuration-less
DHCP server which will be assgned IP information on alocd “10-net”. Thisisdesgned to
facilitate integration with InterNiche s NAT Router product, making the setup of afactory floor
or smdl locd LAN totdly independent of public IP addressing.

/* hardcoded "Factory” defaults for DHCP parameters values */
struct dh_range dhsys_range ={

NULL, /* no link to next */

0x00000002,  /* low address */

OxO07FFFFF,  /* high address */

3

/* Default values for DHCP assignments. All these are in LOCAL endian.
These are generally over-written from NVRAM entries. */

struct dh_ifdefaults dhsys_defaults = {
OxFF000000, /* subnet mask */
0x0a000001L, /* default assignment for default router (gateway) */
0OxCC9C8001L, /* default Domain Name server */
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Oxffff, * options mask, all options enabled */

30, /* default lease time, in seconds */

"private”, /* domain name */

1, /* net number, 0 thru (ifNumber-1) */

100, /* low-water mark for free address count */
2

These default options are generdly overwritten by the vauesinthedhcpsrv.nv file
however one of these structure per net must be present in the build image.

2.5 The DHCP Database

25.1 Setting the Database Parameters

Before you can use your DHCP server, you will need to set up some basic IP address
database information. This database contains the | P addresses, subnet masks, servers, lease
times, names, etc., which will be assigned to your DHCP clients. The thread of control for doing
this database setup moves across the user/dhcp code as follows:

1) User code (usudly dhcp_init()) cdlsdh_nvinit() (part of dhcpsnv.c)
2) dh_nvinit()cdls
a) dh_nvread() - which restores IP lease info from nvram (or file)
b) dh_parmset() - which readsin option defaults
¢) read_bootptab() - (optiona) readsin bootptab file

All this code is provided for systems which support a buffered file system (fopen(),
efc.). Other systems will have to re-write the routines in steps 2aand 2b to extract the data
(defined below) from their storage system.

2.5.2 Database ParametersList

The database parametersfdl into two categories. those which are maintained on a per-
client basi's such asingle permanent P address, and those which are maintained per network,
such asapool of free IP addresses. When setting up the database, the end user will generdly
want to set up both types, for example if aweb server obtainsiits | P address via DHCP, the end
user can improve its accessibility by insuring that it dways gets the same | P address from the
DHCP server. On the other hand, a Windows 95 workstation whose only 1P application isa
Web browser can change IP addresses every time it is rebooted with no ill effects

To facilitate managing this sort of data mix, the DHCP server maintains two types of
data - one with detailed per-client information for permanent client assgnments, ancther for
“default” information for more generic client setup. Assgnment of this datais done from asingle
file. In the demo port, thisfileisnamed dhcpsrv.nv, however this can be changed as part of
the porting process. If the DHCP server isto work over multiple interfaces, one of these files
must be provided for each interface,
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The DHCP data items supported in the database are:

char name[DHCPNAMESIZE]; /* String for name */

ip_addr ipaddr; [* client's assigned IP address */

ip_addr snmask; [* client's assigned subnet mask */

ip_addr gwaddr; /* client's assigned default gateway */

ip_addr dnsaddr; /* Domain Name server */

char clientld[CLIDSIZE]; [* usually client's hardware address */

unshort type; /* type of this entry, see DHT _ defines below */
unshort status; [*status of this entry, see DHS__ defines below*/
long tmo; I* lease or offer timeout in cticks O==infinite */

NOTE: In Inted x86 and other little-endian CPUSs, the | P addresses (the ip_addr fidds)
are stored in local endian format, not net endian

Most of these fields should be familiar to programmers with some exposure to TCP/IP
networks, however the clientld fidd deserves some explanation. Thisfied isthe unique ID
which the DHCP server will use to track each client asit asks for and receives an |P address
and configuration. On old BOOTP systems this was dways the Ethernet (or token ring) MAC
address, snce this was dways unique. This tradition has generaly been carried forward to
DHCP, and if you are usng DHCP over Ethernet or token ring, then usng MAC address as
client ID is by far the smplest way to go. The DHCP dients will determine the Sze of thisfidld,
and on these mediait will dways be sx since both MAC addresses are Sx bytesin length.
However since DHCP may be used over PPP and other address-less type links, there may be
cases where the dientld fidd will not be Sx bytesin length. Thisiswhy CLIDSIZE isa#define
and not hardcoded. If you implement a server which will use an unusud clientld size, be sure
to modify the default vaue to the 9ze your mediawill be usng.

2.5.3 Suggested Database File For mat

An issue you will encounter as you develop your DHCP server’ s user interface is how
to the end user will assign the database information. InterNiche provides the dhcpsnv.c source
code file which will read in this information from the previoudy mentioned dhcpsrv.nv file
Since we expect thiswill be used in most DHCP server ports, the format of the dhcpsrv.nv
fileis described in the section. Remember, one of thesefilesis needed for each network your
DHCP server will serve.

Thefileisaplain text file which can be eadly read and modified by a human operator. It
is dso designed to be easy to modify from a GUI front end, such a an embedded WEB server.
Each data item occupies one line of text. The name of the dataitem comesfirgt. A pattern match
onthisnameishow dhcpsrv.nv identifies parameters, so the end user should understand that
these must not be changed if he edits the file directly. Every item name endswith acolon
character (“:"), the text after the colon is the data that dhcpsnv.c will atempt to convert into
the correct data - usudly an IP address, numeric parameter, or text string. If thedhcpsnv.c
code detects syntax errarsin thefile, it will dprintf an error message and return an error code.
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The firgt portion of the file covers the default database information. Thisisthe setup
information that will be given the DHCP dients unless overridden by a per clientld entry later
one. Theligt of per clientld settingsis the remainder of thedhcpsrv.nv file

The fidds of the default settings portion are as follows:

Default gateway: 10.0.0.1

Default DNS server: 204.156.128.1
Domain name: iniche.com

Default lease: 3600

Address Pool: 1

High address: 10.0.0.99
Low address: 10.0.0.2
Subnet mask: 255.0.0.0

All these match the fields of the same names described in the DHCP RFCs, and should
be sAlf explanatory to experienced TCP/IP programmers. None of these fields are actualy
required. Any that are missng in this section and also not specified in the per-cdlient section
which follows will Smply not be assigned (or in the case of required | P addresses assigned as
zero). If there are no addresses in the free address pool (and the requester’ s clientld isnot
included in the per-dient list), no 1P addresses will be handed out - the request will be slently
ignored. If the lease timeis omitted, it is assumed to be an infinite lease.

If discontiguous blocks of |1P addresses are desired, more than one | P address free pool
can be specified. In the above example, the format for a second address pool is

Address Pool: 2

High address: 10.0.1.99
Low address: 10.0.1.2
Subnet mask: 255.0.0.0

This pattern can be continued indefinitely.

The per-client portion of the file is formatted as follows:

Client ID: 00006090068b
Host name: Felix the Cat
lease time: 3600

IP address: 10.0.0.33
subnet mask: 0.0.0.0
gateway: 10.0.0.1

dns server: 0.0.0.0

This follows the same rules as the previous section, however any omitted parameters
(except host name) will use the defaults. Omitting the host name will result in no host name being
offered to the client. Clients which request a particular host name (such as Windows 95 DHCP
clients) will be alowed the requested host name unless it conflicts with another DHCP client
aready know to the DHCP server.
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2.6 Testing

Once your dhcpport.h fileis set up and your glue layers are coded, compiled, and
linked, you are ready to test your server. The steps for abasic test are smple: start your DHCP
server, then reboot any DHCP client machine. The two machines should complete a4 packet
exchange as described in the DHCP RFCs. If you have replaced the dhcpsnv.c file 1O code
with your own, then you should aso test to ensure that both per-client data and host data are
being set properly.

In any case you should now have aworking DHCP server. Hopefully your porting was
fadt, easy, and fun. If you have any suggestions as to how this manud or the InterNiche DHCP
server could be easier to understand or port, please contact us with them. Contact information
isa the beginning of this manud.
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3. TROUBLESHOOTING

If the event your implementation of the DHCP server has problems, there are severa
techniques you can use to track down the problems. The problemswill generaly fdl into two
categories. connecting the server to UDP and keeping the database information accurate.

3.1 UDP Transport

Although InterNiche provides code for most common UDP AP, there are ill a
variety of things which can go wrong. Since the DHCP server dways operates by responding to
client requedts, the first problem you are likely to encounter isthe inability to receive packets. If
you have tried rebooting a DHCP client and the server has not responded, you will want to
make sure the DHCP server actudly received the packet from the client. The easiest way isto
use the dhsrv command in the DHCP server menus - it provides counters for al types of
packets received and sent. If these are dl zero, thistels you to go back and debug your UDP
“ligen” and receive code.

If the menu counters indicate a discover packet was received and an offer packet was
sent, but no request was received, it is possible your UDP send has problems - the server thinks
it sent the packet to the UDP layer, but UDP never got it onto the network. Debugging your
dh_udp_send() codeisthen indicated.

The DHCP sarver, unlike many networking protocols, is quite amenable to source leve
debugging with breakpoints. Since each DHCP packet is sent from the server asareply to a
client packet, breskpoint setting a breakpoint on dhcp_receive() will dlow you to trace the
entire DHCP transaction al the way through to the sending of the response.

In al cases, aPacket Analyzer isan invauable tool for debugging this sort of problem.
These are available as software programs for Windows 95, or as dedicated hardware devices.
An andyzer will capture on packets on the LAN to which it is attached, and save them for later
review. Most support filters, so you can set them to capture only the packets of interest - inthis
case BOOTP/DHCP packets. Older analyzers may only filter at a coarser level, such asdl IP
packets, or al UDP packets. Older andyzers will dso treat DHCP packets as BOOTP
packets.

3.2 Database Debugging

In the event that the DHCP packets are being exchanged between client and server, but
the IP configuration information is not what you expected. There are some smple techniques
you can use to run down the problem.

Firgt, of course double check you database files. Mistyped MAC addresses are a
common source of trouble in per-client setups. The clients will not be found in the database and
will be assgned default vauesingead.
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The next step isto make sure the files are being read into the DHCP server’ sinterna
structures correctly. The menu system’ s dhlist and dhentry commands can be used to display
information even for clients which have not generated a request yet. If the IP configuration
information is not correct here, it will not be correct on the net.

Next step istop use a packet analyzer to check the information in the reply packets
coming out of the server. If the packets do not reflect the datarevedled by dhentry then there
is an encoding problem of some kind. The most common cause of thisis“endian’ issues.

3.3 Windows 95 DHCP Client Bugs

Windows 95 workstations (at least those shipped through 1997) have severd notable
bugs and idiosyncrasies. The most obvious isthat the DHCP discover and request packets
arethe old BOOTP size (about 346 bytes), instead of the larger DHCP size (about 500 bytes).
The Windows 95 stations appear to work properly whether or not the reply is of DHCP or
BOOTP sze, however the InterNiche DHCP server tracks the size of the incoming packets and
repliesin kind. Hopefully this will keep us operating with future Microsoft releases whether or
not they fix their bugs.
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4. THE DHCP UsSER MENU

The DHCP server comes with portable C code to implement afew smple diagnogtic
commands on command line interface. The commands can be invaluable both during debugging
of the server and to the end user during configuration and runtime. If you do not implement these
menu commands as provided, we strongly suggest that some aternative method (i.e. aGUI) be
provided to the end user for ng the same data.

The menu commands are summarized be ow:

dhsrv - display DHCP server datigtics
dhlist - list DHCP server assigned addresses
dhentry - ligt specific entry details

dhdeleted - deleteaDHCP entry

The use and output of these commandsisillustrated below. Thefirst isdhsrv, which
displays packet gatigics for the server.

INET> dhsrv

plain bootp requests received: 0
plain bootp replys sent: O
discover packets received: 0
offer packets sent: 0

dhcp request packets received: 0
declines received: O

releases received: 0

acks sent: 0

naks sent: O

requests for other servers: 0
protocol errors; all types: 0

All these packet types are described in the DHCP RFCs. Note that plain BOOTP
packets are kept in separate categories.

The next command isdhlist. Thislissasummary of dl the database entriesfor know
DHCP dlients.

INET> dhlist

11P:10.0.0.34 - client ID:00:00:60:90:06:8C - status:Unassigned

2 1P:10.0.0.2 - client ID:00:00:F4:90:10:52 - status:Assigned via DHCP
31P:10.0.0.33 - client ID:00:00:F4:90:0E:D8 - status:Assigned via DHCP
4 1P:10.0.0.3 - client ID:00:40:C8:04:63:FA - status:Assigned via BOOTP
4 Entries

Note that thislist includes clients defined in the database files, but not yet assgned via
the DHCP protocol. Thislist is an effective toal for spotting nonexistent machines, perhaps due
to amistyped MAC address or device which has been retired from the net. The unassigned
datus can dso smply mean the client’ s lease has not yet expired, or the machineis currently
powered off. Thefirst entry above (10.0.0.34) is an example of this.

PORTABLE DHCP SERVER TECHNICAL REFERENCE
InterNiche Technologies Inc. Confidentia 23



In the case above, as on most networks, the clientlds are Ethernet addresses. The
Ethernet addressesin lines 2) and 4) are apparently not in the per-dient ligt, snce they were
assigned | P addresses from the free address pool.

The next command of interest isdhentry. Thisdisplays dl the database items assigned
(or which will be assgned) for this client. The example below isfor thefirg (#1) entry from the
dhlist command' s output in the previous example.

INET> dhentry 1

IP:10.0.0.34 - client ID:00:00:60:90:06:8C - status:Unassigned
subnet:255.0.0.0 gateway:10.0.0.1 DNS:204.156.128.1

lease 0, type: dbase, name: Felix the Mouse

This data was taken from the dhcpsrv.nv file excerpts in the section beginning on page
18. Note that some of the parameters (e.g. the name) are taken from the per-dient entry for this
MAC address, others (e.g. the DNS server) are from the default values.
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5. USER PROVIDED FUNCTIONS

The functions described in this section must be provided by the porting programmer as
part of the porting the InterNiche DHCP server. The DOS demo package can be referenced
for examples. In you are using the InterNiche IP Stack, many for these functions are dready
provided therein.

In the demo packages these functions are either mapped directly to system cdlsvia
MACROSIndhcpport.h, or they areimplemented in dhcpport.c

5.1 General Functions
NAME

dtrap()
SYNTAX
void dtrap(void);
DESCRIPTION
This primitive is intended to hook a debugger whenever it is caled.
See the detailed description in the debugging aids section starting on page 12.
RETURNS

Usudly nothing, depends on user modifications.
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NAME

dprintf()
ns_printf()

SYNTAX

void dprintf(char *, ...);
void ns_printf(char *, ...);

DESCRIPTION

These two routines are functionaly the same as printf. Both are called by the stack
code to inform the programmer or end user of system status. dprintf() prints error warnings
during runtime, and ns_ printf() is used by the menu routine to display state information

See the detailed description in the Debugging Aids section starting on page 12.
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NAME

ENTER_DHCP_SECTION()
EXIT_DHCP_SECTION()

SYNTAX

void ENTER_DHCP_SECTION(void);
void EXIT_DHCP_SECTION(void);

PARAMETERS

None

DESCRIPTION

These two primitives should be designed to be paired around sections of code that must
not be interrupted or pre-empted Generaly these smply need to disable and re-enable
interrupts. On UNIX-like systems they can be mapped to the spl() primitive. On Windows
DLLsthey can be defined to NULL functions since Windows message based system away's
runs to completion. Examples for embedded Intel x86 processors are provided in the demo.
Only the definitions are given here; for examples see the source code.

The stack source code dways pairs these two in the same routines, the implementers
can push vaues on the stack in ENTER and retrieve it in the following EXIT. The Intel x86
example takes advantage of this to push the exigting flags register on the stack, saving the
interrupt flag Sate, and retrieves the value for the flags register later, restoring the interrupt flag
asit was beforethe ENTER cdl.

RETURNS

These return no meaningful vaue.
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5.2 UDP Network API Layer

These three functions are those which dlow DHCP to send/receive UDP datagrams.
Implementations are provided for standard Sockets and InterNiche' s lightweight UDP API. The
first few are cdls the DHCP server code makesto the API layer code, whereas
dhcp_receive() and dhcp_timeisup() ae DHCP server internd functions which needsto
be cdled from the UDP glue layer whenever a DHCP server packet is received.

NAME
dhcp_init()
SYNTAX
int dhcp_init(void);
PARAMETERS
None

DESCRIPTION

This should set up the UDP layer for 10 and make the call to dh_nvinit() toinitidize
the database. When finished, a nonnegative integer index should be assigned to each network
interface with which DHCP will be doing packet |O. Thisinterface index is used for both
database setup and directing transmitted DHCP packets to the correct interface.

RETURNS

Returns 0 if no error, else a negative error code, as returned from the sub-layers (UDP
and database).
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NAME
dh_udp_send()
SYNTAX
int dh_udp_send(int iface, void * outbuf, int outlen);
PARAMETERS

iface - theindex for the interface the packet is to be sent on.
outbuf- the data buffer containing the UDP header
outlen - length of the outbuf, usudly BOOTP or DHCP header structure Size.

DESCRIPTION

Broadcast a UDP datagram on the interface indicated. Buffer with UDP datato send
and alength are passed.

RETURNS

Returns 0 if OK, €se nonzero error.
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NAME
dh_get_ip()
SYNTAX

ip_addr dh_get_ip(int net);
PARAMETERS

int net- theindex of the network interface for the desired IP
DESCRIPTION

Gets the | P address associated with an interface number.

RETURNS

Returns the | P address in network endian. Return vaue is undefined if interfaces
addressis not set or iface index isinvdid.
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5.3 UDP Callback Function

NAME
dhcp_receive()
SYNTAX
int dhcp_receive(int iface, struct bootp * bp, unsigned len);
PARAMETERS

iface - index of the interface the packet was recelved on
bp - pointer to the start of the BOOTP/DHCP header (UDP data)
len - lengthof bp structure, for Windows 95 support.

DESCRIPTION

Thisis cdled from the per-port protocol stack hooks whenever the UDP listento the
DHCP/BOOTP server port has received a DHCP packet. Length and interface have aready
been checked.

RETURNS

Thisroutinereturns 0 if OK, -1 if packet has an error.
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5.4 Timer Callback Function
NAME
dhcp_timeisup()
SYNTAX

void dhcp_timeisup(void);
PARAMETERS

None
DESCRIPTION

The DHCP clock tick. This should be called once a second by the host system. It
alows the DHCP server to track lease time-outs and recycle unclaimed | P addresses.
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