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The cloud is the driving force behind companies’ digital transformation efforts, 

which is why it’s critical to have a powerful cloud engine. 
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CLOUD IS THE BUSINESS’ NEW HERO. It saves money 

and time, speeds processes, and offers agility and scalabil-

ity. In other words, it provides what companies require for 

digital transformation. 

But consider this: Before you buy a car, you typically check 

under the hood. After all, the performance and security 

you’re purchasing today must last through repeated use 

for years to come.

The same principle should apply to buying cloud services. Not 

all processing power is the same. In fact, it makes a big differ-

ence what’s powering your cloud service provider’s systems.

There are three equally important factors that enterprises 

should consider when moving infrastructure and services 

to the cloud: performance, security, and the ability to fu-

ture-proof for tomorrow’s challenges. This paper reviews the 

role of each in an organization’s migration to the cloud, and 

offers questions to ask your cloud service providers (CSPs).

Performance Matters

Business and IT leaders are feeling the pressure of digital 

transformation. Many CEOs put the onus on their own 

shoulders, knowing their brand and customers are on the 

line. Meanwhile, CIOs understand how their IT infrastruc-

ture decisions affect the business, and know that digital is 

the way to win.

Yet to win at digital transformation, companies require 

strong cloud performance. And that starts with the engine 

that powers the infrastructure: the processor. 

Enterprises today are dealing with increasingly diverse 

and complex workloads. They are teeming with data and 

a multitude of applications. In addition, they’re adopting 

compute-intense, emerging technologies such as artificial 

intelligence, machine learning, the Internet of Things,  

and analytics. 

All of this adds up to the need for speed, memory capaci-

ty, bandwidth, and I/O scalability. If the processors running 

these workloads are subpar, the results will be subpar as well.

There are other costs associated with average or incon-

sistent processing performance. For example, it slows de-

velopment, thus impeding business growth and the ability 

to innovate. And when workloads fail, operational costs 

increase—including the fallout from downtime, having to 

diagnose and fix the problem, and the expense of running 

the workload again—as well as having to mitigate user 

and/or customer frustration.

That’s why it’s critical to invest wisely in processing power. 

Just as companies seek high-quality processors for their 

own data centers and private clouds, they must carry out 

the same due diligence with their CSPs. After all, with 

enterprises increasingly adopting cloud computing, it’s 

important to know what’s inside. 

The most powerful clouds use trusted core technology 

that is capable of processing everything from the small-

est workloads to the most mission-critical applications. 

No matter if your company is simply storing data in the 

cloud or using container technology to develop applica-

tions, the CSP’s server engine will affect your business 

and IT operations. 

Security Matters

Equally important as superior performance is security. 

Breaches, hacks, and threats are constant and evolving; 

enterprises must ensure their data is protected and pre-

pared for each new battle.

IT leaders recognize the importance of mitigating security 

risks as their companies transition more data and services to 

the cloud (Figure 1).
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• What is the processing power at the CPU level, 
and how is consistent performance guaranteed? 

For example, if you ran the same workload four 

times, would you get the same results each time? 

Spoiler alert: If not, you’re increasing your costs.

• How are workloads optimized? 

• How is speed and/or acceleration provided for com-
pute-hungry and latency-sensitive applications? 

PERFORMANCE
QUESTIONS TO ASK YOUR CSP



Another concern: Digital transformation is accelerating 

security risks. Gartner reports that, especially as compa-

nies adopt cloud services and emerging technologies for 

their transformation initiatives, their exposure to risks and 

threats increases.

Considering that conventional measures won’t work in the 

cloud, enterprises have to look elsewhere. Because cloud 

security is a shared responsibility between CSPs and their 

customers, companies must do their due diligence. That 

includes understanding the security features built into the 

cloud’s infrastructure. 

For example, some CSPs use server hardware with security 

features built right in that protects data at rest, in transit, 

and in use. Such capabilities secure all workloads—virtual 

and non-virtual—and protect application integrity and  

data confidentiality. 

In addition, clouds built with encryption at the proces-

sor level provide a root-of-trust environment. CSPs that 

include this hardware-based feature ensure that data is 

protected when it leaves the traditional IT environment  

for the cloud. 

The most secure clouds use trusted services in their server 

infrastructure. Enterprises should check under the CSP’s 

hood and seek clouds built with a history of dependable, 

reliable, innovative security. After all, just one incident can 

affect your company’s brand and reputation.

Future-Proofing Matters

Along with performance and security, organizations need 

to consider how cloud services and digital transformation 

affect their IT investments over the long term. 

It’s difficult enough knowing that business is somewhat 

unpredictable; customers’ habits and demands change;  

the economy goes up and down; and innovation some-

times strikes when it’s least expected. The upheavals 

associated with digital transformation—including the 

adoption of cloud and emerging technologies—add to 

this unpredictability.

That said, CIOs and IT leaders must prepare the IT infra-

structure to accommodate the ebbs, flows, and gushes—

for both today and the future. Companies must be able to 

achieve predictable performance no matter the business 

conditions, but especially when workloads and technical 

challenges escalate.
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• Beyond service-level agreements, how are workload 

integrity and data protection addressed?

• How does the CSP manage workload integrity and 

security across compute pools in the cloud?

• Does the CSP partner with industry-leading hardware 

vendors who deliver trusted security services? 

SECURITY
QUESTIONS TO ASK YOUR CSP

FIGURE 1: IMPORTANCE OF MITIGATING SECURITY RISK

67% 49% 71%

Organization is committed to  

protecting confidential or sensitive 

data in the cloud

IT leaders recognize the importance of mitigating security risks as their companies transition more data and services to the cloud.  

According to the 2018 Global Cloud Data Security Study by Gemalto and the Ponemon Institute:

Cloud makes it more difficult to  

protect that information 

Recognize that conventional  

security measures won’t work  

in the cloud
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“The world around us is moving very quickly,” said Quinton 

Anderson, Head of Systems Engineering, Analytics and 

Information, Commonwealth Bank of Australia. “Customer 

expectations change all the time. … We have to be very 

careful in the infrastructure choices that we make so that 

we have the right performance attributes and [the right 

risk] and security attributes for our analytic workloads. But 

also, we have to be able to move forward fast and do so in 

a way that is stable both operationally and over time.”

As companies increasingly shift applications and services 

to the cloud, it’s likewise important to understand if and 

how workload migration will change performance results. 

In other words, how will the CSP ensure the provision of 

consistent, reliable processing—no matter how much data 

volumes change?

That means looking for agility and flexibility in cloud in-

vestments. Companies should seek application portability, 

scalability, and predictable performance:

PORTABILITY: Sometimes legacy applications simply 

aren’t ready for the cloud, due to proprietary technolo-

gy. That doesn’t mean they can’t be migrated. The CSP’s 

architecture should enable you to easily move existing 

applications to help avoid silos, while offering the flexibility 

to move data between clouds. 

SCALABILITY: Service demands fluctuate, and as digital 

transformation efforts escalate, companies need a cloud 

infrastructure that can respond on demand. That means 

investing in cloud services that enable flexibility, including 

high bandwidth with low latency.
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• How does the provider ensure portability, including 

the ability to extract data easily and cost effectively?

• How does the CSP deliver high bandwidth and the 

ability to scale on demand?

• What’s inside the processing engine to ensure  

repeatable, predictable performance? 

FUTURE-PROOFING
QUESTIONS TO ASK YOUR CSP

INTEL®: BECAUSE WHAT’S  
INSIDE MATTERS

Clouds that run on Intel® Xeon® Scalable processors 

offer quality, performance, security, software compat-

ibility, and versatility—based on a 20-year history of 

exemplary design quality, reliability, and dependability.

Representing a significant leap forward in innovation, 

Intel Xeon Scalable processors provide:

• Performance: up to 28 cores with increased memory 

bandwidth and I/O bandwidth. These improvements 

impact all workloads, but especially data-intense, 

latency-sensitive applications like high-performance 

computing (HPC) and in-memory databases that 

require fast access to large volumes of data.

• Enhanced security: features for workload predict-

ability and trust that data is secure in transit, in use, 

and at rest. These capabilities include built-in code, 

APIs, integrity measurements, advanced encryp-

tion, and more to protect cloud infrastructure.

• Future-proofing technology: a common architec-

ture that provides fast, reliable processing perfor-

mance; high bandwidth and low latency with the 

ability to scale from two sockets to eight sockets 

and beyond; and built-in portability technology for 

live application migration between clouds, deploy-

ment of new applications, and the ability to scale up 

or down as needed.

• A robust ecosystem: a platform for independent 

software vendors (ISVs) who are developing 

enterprise-scale, market-leading solutions across 

every industry. This global ISV ecosystem optimizes 

companies’ ability to migrate to the cloud.

“What excites us about Intel Xeon Scalable proces-

sors is the notions of performance, scalability, agility 

and security that are combined into one unified 

architecture,” said Dr. Parsa Mirhaji, Director of Clinical 

Research Informatics, Montefiore and Einstein, a 

research medical school. “For us it means less time 

spent on technicalities around implementing these 

aspects, more time spent on building solutions and 

applying technology to solve problems.”

Intel helps companies and CSPs push forward  

digital transformation.  

Find out more at [call to action TBD]
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Software and workloads used in performance tests may have been optimized for performance only on Intel microprocessors. Performance tests, such as SYSmark and MobileMark, are 

measured using specific computer systems, components, software, operations and functions. Any change to any of those factors may cause the results to vary. You should consult other 
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PREDICTABLE PERFORMANCE: From processing the small-

est workloads to large mission-critical applications, the CSP’s 

architecture must reliably produce the same results time and 

again. A cloud architecture that has a trusted, robust pro-

cessing engine helps ensure repeatable performance.

Clouds built with a common architecture, including optimi-

zations and innovative technology embedded in the pro-

cessors, help organizations achieve greater agility. Again, it’s 

important to know what’s inside the cloud so your company 

can reliably address ever-changing business requirements.

Winning with the Best Clouds

To win the digital transformation war, companies must  

use all the tools available to them. Cloud services provide  

an essential weapon toward being able to compete cost- 

effectively with agility. 

But that requires placing an emphasis on how cloud ser-

vice providers deliver superior performance, security, and 

a future-proofed infrastructure. Companies that don’t pay 

attention to the cloud processing power necessary to scale 

their digital transformations will be left behind. 
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IT’S IMPORTANT TO KNOW WHAT’S INSIDE THE CLOUD SO  
YOUR COMPANY CAN RELIABLY ADDRESS EVER-CHANGING  

BUSINESS REQUIREMENTS.
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